MPRA

Munich Personal RePEc Archive

The use of technology to counter frauds
and scams for the benefit of society: a
detailed study

Sharma, Devashish

16 October 2022

Online at https://mpra.ub.uni-muenchen.de/1156323/
MPRA Paper No. 115323, posted 10 Nov 2022 14:17 UTC



The Use of Technology to Counter Frauds and Scams for the Benefit of Society: A
Detailed Study

Devashish Sharma

Amity University Madhya Pradesh, Gwalior

E-mail: devashish.sharma@s.amity.edu

Abstract

With the advent of the digital age, humanity has gained a number of benefits, such as
the internet, mobile technology, and crypto currencies. Nevertheless, this has also allowed
criminal strategies to evolve and spread as a result of this development. As a result, fraud
attempts have increased from analog to digital as a result of the move from analog to electronic
methods. When scams and fraud are present in society, there is a reduction in the ability of the
government to provide its citizens with the services they need and to support them at the same
time. Fraud results in a loss of dollars which could have been invested in healthcare, education,
economic development, or public safety if these dollars had not been lost to fraud. The term
"Digital Fraud or Digital Scams" refers to the use of a computer or a mobile device, along with
the various means of communication available on the internet, by criminals who intend to
deceive or harm a company, or an individual, in order to gain financial gain through digital
fraud. Organizations need to update outdated analog technology that has been repurposed for
digital applications in order to remain competitive against scams and frauds. As we move into a
new digital world where we live in today, companies and governments will need to take a fresh
look at their authentication procedures.

Keywords: Fraud, Internet, Authentication Procedures, Analog technology, repurpose digital
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Introduction

It is now a prevalent fact in the internet age that there are people involved in frauds and
scams more than they used to be as a result of the proliferation of these types of crimes. A
growing number of frauds and scams pose a threat to long-standing institutional bulwarks
against misinformation, since they are eroding long-standing institutional barriers to
misinformation. The severity of this issue has caused worldwide concern regarding this issue.
Although these concerns have been raised, it remains to be seen whether individuals,
institutions, and societies can be manipulated by malicious actors despite these concerns. Even
though these concerns have been raised, they have not been addressed. We must implement a
new system of safeguards as soon as possible in order to prevent future frauds and scams. A
number of social science and computer science studies have examined how frauds are
perpetrated and spread. The researchers have also studied the mechanisms involved in the
scams. Despite the fact that fraud and scam have a long history, we would like to draw
attention to the scientific questions that remain unanswered despite the proliferation of its most
recent, politically motivated forms. Even though fraud and scam have been combated for
centuries, there are still many scientific questions that remain unanswered.



There are many ways in which businesses and organizations make use of artificial
intelligence. A wide range of financial services firms, including accounting firms, use it to detect
fraud in order to detect losses.

There has been an increase in access to data as a result of the transition from working in
person to working from home. According to Boston Consulting Group, fraud affected 58% of all
businesses globally in 2021. As reported in the McKinsey report for 2021, consumers reported more
than 4.9 billion dollars worth of fraud in the year 2021. This is an increase of 69% over the previous
year. It was found that online shopping fraud as well as imposter scams accounted for most of these
scams.

Impact of Fraud and Scams

In a Mckinsey study, it has been estimated that traditional identity fraud losses, which are
the result of criminals unlawfully using the victims' information to steal money, will increase to $50
billion (USD) between 2020 and 2023, an alarming 68% increase from 2019. In addition, the number
of adults affected by traditional identity fraud in the United States has increased by more than 49%,
reaching more than 21 million individuals. According to the study, there has been an increase in
losses from identity fraud scams as well. Generally speaking, these types of losses occur when a
fraud operator has been able to manipulate the victim so that he or she divulges sensitive personal
information. As a result of this, an additional $30 billion in losses were incurred, which affected an
additional 30 million U.S. adults. Over the past few years, the United States has lost a total of $60
billion in the form of identity fraud, which is the result of fraudulent activities involving 50 million
Americans.

Fraud can be a traumatic experience for anyone who is victimized by it. Fraud is often the
biggest threat to those who are most in need of government services, such as the elderly, the
vulnerable, the sick, and the economically disadvantaged. These victims can be severely adversely
affected by fraud and suffer a number of detrimental effects as a result. The disadvantage,
vulnerability, and inequality that they face can be exacerbated by it. Besides creating lasting
psychological and physical trauma for victims, fraud can also have irreversible effects on the
families and communities of those who have been victimized.

There is no doubt that criminals will take advantage of stolen consumer information in the
wake of the meteoric rise of account fraud. This is done so as to extract as much financial gain as
possible from the situation. Due to this, resolving the issues of victims has become more difficult as a
result of this. There has also been a negative impact on the victims as it has added time and expense
to what has already been a difficult and exhausting experience for them. There has also been a
complexity in the resolution process as a result of it. It has been shown that when those over the age
of 70 did report money lost to fraud, their average loss was far heftier than that of those under the
age of 70. It has been reported that people between the ages of 70-79 have spent a median amount of
$800, while people aged 80 and over have lost a median amount of $1,500. The median loss reported
by young people between the ages of 20 and 29 was $500 on average.

Social Engineering and Scams

Despite the fact that computer scams use technology, they actually work by using a lot of the
same techniques as scams that occur in the real world. Researchers refer to this as 'social
engineering' in which the scammers manipulate people's general thought patterns and behavior in
order to obtain sensitive information or to hand over money by manipulating how they think and



behave. They also get them toys or give them access to computers or data that they should not be
able to access.

To launch a social engineering attack, an attacker uses human interaction (social skills) as a
means of obtaining or compromising information about an organization or its computer network
through the use of human interaction. An attacker may appear unassuming and respectable, even
claiming to be a new employee, repair person, or researcher in order to appear as unassuming and
respectable as possible. It is also possible for them to offer credentials to support their claim. It is
possible, however, that he or she can gather enough information if he or she asks the right questions,
so as to infiltrate an organization's network if he or she asks the right questions. When an attacker is
unable to gather enough information from one source, he or she may contact another source within
the same organization if one source does not provide enough information. As a result, the attacker
may be able to add credibility to their plan by relying on information that comes from the first
source.

It is important to understand that scams and frauds are a type of social engineering attack
that use email, phone calls, social media, and other methods of personal communication in an effort
to trick individuals into providing sensitive information. Information such as Personally Identifiable
Information (PII), Financial Information, or Login Credentials may be included in this category. It's
possible that the attacker can use this information to gain access to online accounts, personal data, or
other details in order to conduct malicious attacks against individuals or organizations. In addition
to these phishing scams, there are other forms of phishing that aim to deliver malware to the end
user's system, typically by opening malicious attachments or visiting malicious websites.

Technology to counter frauds and scams

It is becoming increasingly common for modern technologies such as big data and artificial
intelligence to be used as part of the fight against internet fraud. A new report indicates that it is
urgent that fraud and scams are countered as new cases of mobile and online fraud are posing a
threat to the safety of personal information and social stability in the coming years. Globally,
consumers have actively used online shopping and innovative online payment services during the
COVID-19 pandemic this year, however many have also been defrauded during their online
transactions, according to a report released by Boston Consulting Group today. Consumers between
the ages of 20 and 29 are more likely to encounter telecom and online fraud than any other group of
consumers.

We have to understand that ecommerce refers to commercial transactions that are conducted
electronically over the Internet, usually through an online store, when we talk about ecommerce.
The most common devices used for this type of transaction are desktop computers, laptops, tablets,
and mobile phones. Fraud can be defined as a criminal act involving the deception of an individual
or group with the intent of gaining financial or personal gain.

The term "ecommerce fraud" refers to the criminal act of deception that is committed during
a commercial transaction over the Internet with the aim of gaining some financial or personal gain
for the fraudster while adversely affecting the bottom line of the merchant in the process. There are
two types of ecommerce fraud: payment fraud and ecommerce fraud.



In addition to its relation to the internet, cybersecurity also takes into consideration personal
safety as well as social stability. According to a report by McKinsey, internet security risks, including
telecom scams, fraud messages and malicious websites, should remain on the public's radar.

There will be an increase in demands for cybersecurity and privacy protection with the
introduction of emerging technologies such as artificial intelligence and 5G.

Recommendation

It is strongly recommended by the author that you never click on links or open attachments
delivered by unexpected or unsolicited emails, social media messages, or text messages sent to you.
Whenever you accidentally click on a suspicious link or visit a phishing website, you should not
enter any personal information and disconnect your device from the network as soon as possible.
You should run a full scan of your system using your antivirus software. To prevent the spread of
malware on a work computer, contact your IT help desk immediately so that the system or device
can be evaluated and quarantined as needed. Monitor your bank accounts, credit profiles, and other
online accounts if you entered or divulged personal information. You should contact the company
mentioned in a suspicious email and forward the email to them for verification. Additionally, please
refrain from replying to spam emails, as this only confirms to the sender that your email account is
active. The email should be deleted instead. Last but not least, make sure you use up-to-date
antivirus software and firewall protection to prevent phishing attacks, and enable multi-factor
authentication (MFA) for all accounts that offer it to greatly reduce your risk of account compromise.
Organizations can prevent incidents resulting from phishing attacks by training and educating their
employees.

Conclusion

There is no doubt that consumers are at risk of being scammed online, but they are not the
only ones who are at risk of being scammed. Due to recent data breaches at major retailers and
government agencies, as well as increasing incidents of fraudulent emails, businesses and
governments are increasingly vulnerable to email and internet scams and fraud. Both consumers
and businesses should take precautions to ensure their online security. These precautions also apply
to the government. Cybercrime is a global epidemic. It is true that the Internet has opened up a
whole host of new opportunities for scams and fraud. The internet is rife with fraudulent activities
in the form of online shopping, social media, and even dating sites. It is common knowledge that
users have access to the internet and mobile devices, but how educated are they when it comes to
internet and mobile scams and cybercrime? Scammers use a variety of different tactics to attempt to
defraud their victims. In addition, even though advanced technology helps us all, it also opens up
new avenues for cybercriminals to exploit. The only way to be able to avoid scammers completely is
to learn how they work, how to avoid them, and spread public awareness about them at the same
time.

It is no secret that mobile devices and Internet access have become some of the most popular
tools used by criminals to commit fraud and they are becoming more and more sophisticated with
the ways in which they are utilizing their hacking techniques in order to do so. This is why it is
extremely important for consumers to use only trusted and secure wireless networks when
conducting their financial transactions online and to be aware of the possibility that any personal
information they share online can be used by fraudsters to commit online fraud on them.
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