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ABSTRACT 

This paper examines the concept of trust in an increasingly digital 
society on the one hand and how it can be established with regard 
to digital documentation of online help services on the other. 
Trust is particularly important in the sector of digital services 
sector because requests and offers for help, and thus highly 
sensitive data, are offered, processed, and used on various online 
channels. With the advent of blockchain technology, there is a 
new central opportunity to create trust on digital platforms such as 
those used for online help services. After clarification of relevant 
concepts and terms, diverse forms of the blockchain technology 
are explained on the basis of the individually specific 
configuration of a blockchain. The main emphasis lies on 
federated blockchains which provide the central advantages of 
blockchain technology while avoiding the risk of passing on 
sensitive data. This results in a possible use of the technology for 
the area of digital services.  
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1. INTRODUCTION 
The most recent data abuse scandals, such as the Doxing Gate at 
the end of 2018, where the user "0rbit" or "G0d" made data of 
celebrities available to the public, or the case of Cambridge 
Analytica in 2016, where millions of Facebook data were 
unlawfully evaluated for Donald Trump's election campaign, are 
probably still well remembered by most readers. The incidents 

show that we live less in an information age and more in an age of 
trust. While information on digital news, social media and 
knowledge platforms is constantly available and growing in 
content [16, 15, 27], trust is a commodity that the actors either 
have to strategically develop or laboriously reconquer if they hope 
for the favour of the users [17, 20, 21]. This article aims to shed 
light on the contribution of blockchain technology to the creation 
of trust in digital services and advisory services.  

2. DIGITAL SERVICES 

2.1 Online Consultancy Services and Trust  
The range of digital services is extremely diverse and stretches 
from the (partial) public provision of information or 
communication options such as chats, e-mail etc., to online 
banking, billing and payment systems, e.g. for e-commerce 
solutions, to e-learning and concrete personal counselling services 
[7, 24, 39]. A common feature of all digital services is that they 
are generally provided by centralised institutions which 
themselves have a high degree of digitization and are represented 
via digital platforms [27, 31]. As a result, the business models are 
highly scalable and corresponding organisations can have 
pronounced market power [22, 41]. In this article, a digital service 
is defined as a service offered on a digital platform for solving a 
socially or individually relevant problem: collecting, storing and 
processing personal data by the providing institution. If 
individuals need concrete help and request it via a digital platform 
and receive it online, this is referred to as e-help [12]. As part of 
this, online counselling is given more attention in this article. We 
understand it as an exchange of information between at least two 
persons via digital channels, whereby a counsellor individually 
takes care of a problem of one or more clients in order to improve 
their mental state at the content level. In order for an online 
consultation to take place, the client must trust the digital platform 
or the consultant and thus intermediaries. 

If services are offered on the Internet, the decision to use them is 
also associated with online trust, which must be given to digital 
services. Corritore et al. [13] design an online trust model (cf. Fig. 
1) with three central factors determining trust (especially in 
relation to websites): credibility (e.g. expertise or reputation), ease 
of use (e.g. usability) and the perceived risk. The arrows shown in 
Figure 1 illustrate the directions of influence of the respective 
user- or website-centered components and leading external factors, 
whereby it becomes clear that all model components determine 
the emergence of trust. Special relevance in this contribution is 
given to the factor “risk”, because the perception of the same can 
be minimized by transparent communication via the use of 
blockchain technology.  
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Figure 1. Model of trust for online offers [13, 25] 

The prospects for success of a digital service offering thus depend 
not only on the individual advantage for the customer, but also on 
short-term and long-term trust in the underlying technology and 
the company or the actors themselves [2]. 

2.2 Online Consulting: Trust in the Players? 
It is possible to define three different parties involved in online 
consulting: 

(1) those seeking or receiving help,  

(2) digital platforms (companies, public institutions or 
intermediaries) and  

(3) providers of assistance in the sense of consultants, who 
contact the person seeking assistance directly.  

In order to take advantage of a help offering, it is essential for (1) 
to build up trust in (2) and (3) and to maintain this trust after an 
initial contact or consultation. This trust is not self-evident. 
Kirchner/Beyer [30] state that the fundamentals of cooperation 
between customers and providers on the Internet are uncertain. 
Often the necessary mutual trust is lacking here. With reference to 
Brinkmann/Seifert [6] and Diekmann/Wyder [18], they also note 
that overall trust on the Internet is less pronounced [30]. They 
justify this, among other things, by a lack of cooperation security 
(market transactions entail risks due to insufficient behaviour 
between clients and providers). Recent studies also prove the 
central importance of security. The DIVSI exemplifies that 84 
percent of German Internet users think that companies are 
responsible for the security of their customers – at the same time, 
two thirds of Internet users have little or no confidence that this 
will be adequately guaranteed [20]. The Connected Life 2018 
study [28] also shows that 56 percent of German respondents are 
worried about the amount of data collected and its use for 
business purposes. 

The description of trust indirectly refers to the relevant 
dimensions of trust for reducing the perceived risk of using 
Internet-based services: discretion on the part of advisors and the 
security as well as protection of documented or processed data. 

Confidentiality can, for example, be guaranteed by a self-imposed 
pledge of non-disclosure. The existence of confidentiality as well 
as mandatory compliance with it should be publicly 
communicated. Ultimately, this is a form of anonymity vis-à-vis 
third parties. It seems useful if those seeking help always have the 
same contact person, even though complete digital documentation 
in the form of a customer administration – for example using a 
personalized e-file [40, 29] – offers the possibility that colleagues 
can also offer their help in an emergency. In addition, it is 
occasionally necessary to consult several times in order to solve a 
problem, so that a future request for help can be based on the 

client's record. Availability can be controlled via cloud 
applications and the assignment of corresponding access rights to 
the personal e-file, in whatever form it may be. In particular, the 
protection against manipulation, disclosure and loss of relevant 
data relates to the underlying IT infrastructure. 

Usually, data protection is regulated by specific directives such as 
the European General Data Protection Regulation (EU-GDPR) 
and must be implemented by intermediaries or organisations 
involved in online consultations. In order to archive data digitally 
in the long term [23], it is principally possible to work with local 
systems, i.e. software installed on local computers and/or storage 
on individual data carriers. Modern working environments, on the 
other hand, use certain cloud systems as de-facto standard. The 
main advantage of these systems is that the data can be stored on 
servers that are usually made available externally. These are 
mostly operated in data centers, which in turn specialize in their 
operation, administration, security, and access protection as a 
business model. Hardware acquisition and maintenance are 
therefore no longer necessary on the company side when external 
services are used; the services provided can be easily adapted 
depending on organisational development and, if necessary, 
several existing or new company locations can be easily 
integrated. SaaS models, for e.g. specific CRM systems used to 
document customer contacts, also enable a reliable cost 
calculation.  

This already shows that it is not only clients who must have 
confidence in the institution in order to use it, but also the 
management of the organisation itself must have confidence in 
cloud providers with regard to data security, data sovereignty, 
access, and processing, as well as storage location, maintenance, 
failure protection, etc. [1, 8, 43], which provides and secures the 
technological basis for working with clients. In addition to this 
trust, dependence on the cloud or SaaS provider also plays an 
important role, as non-compliance with data protection and 
security standards ultimately falls back on the institution. The 
current practice of data processing and the reasons given above 
motivate us to consider alternatives and/or possible solutions. 
Blockchain technology offers an opportunity to increase not only 
data security, but also data protection, as described in the 
following section. 

3. BLOCKCHAIN TECHNOLOGY 

3.1 Blockchain: Definition of Terms, 

Technical Basics, Advantages and 

Disadvantages  
In the scientific literature there is disagreement about a generally 
applicable definition of blockchain, since different scientific 
directions, such as economics, computer science and law, collide 
and simultaneously deal with the common terms used in the 
practical application of the technology. In a comprehensive, 
interdisciplinary analysis, Meijer [35] summarizes all relevant 
elements of definition from both scientific and application-
oriented literature. This results in the following description: 

“Blockchain technology is a distributed, shared, encrypted, 
chronological, irreversible and incorruptible database and 
computing system (public/private) with a consensus mechanism 
(permissioned/permissionless), that adds value by enabling direct 
interactions between users” [35]. 

The Blockchain offers numerous advantages. The technology 
provides a new level of transparency as all transactions can be 
monitored. In addition, the blockchain code is often openly 
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configurable. Decentralization ensures that each participant has 
equal rights and has a synchronized, validated and up-to-date 
version of the blockchain at all times. This also means that 
decisions (e.g. about code updates) are made by the majority. By 
storing the blocks in the distributed network, verifying the 
transactions by numerous nodes, cryptographic encryption and 
complex consensus mechanisms, a high degree of integrity and 
manipulation security is created in a blockchain [26]. This makes 
it highly reliable and trustworthy (e.g. for proof to a third party, 
such as a health insurance company). Decentralized data 
processing with a large number of replications also leads to a high 
level of reliability [9]. This redundancy thus provides effective 
protection against attacks and data loss. The linking of the 
individual data blocks with the help of transparent hashing in the 
distributed network also ensures good traceability of the 
permanently traceable transaction history [14]. The users have 
more control over their personal data and the transactions 
themselves and thus over their own privacy [4]. The Blockchain 
also makes it possible to process transactions faster and more 
efficiently than previous procedures. This can lead to an increase 
in quality at lower costs compared to other IT instruments. The 
technology also provides disintermediation, i.e. the streamlining 
of value chains, which can prevent dominant market positions 
[38]. In particular (fee-based) intermediary players are affected as 
they can be eliminated by the Blockchain [19]. For example, 
banks would no longer be necessary for a direct transfer or 
notaries for the confirmation of contracts. In this way, for example, 
corruption can be prevented, which means that the blockchain is 
not only technologically and economically but also socially 
relevant.   

3.2 Types and Possibilities of Digital Trust-

building in Online Consultancy Services 

through the Blockchain 
A differentiation can be made between the different blockchain 
types, which offer different application possibilities due to their 
varying configuration [35]. According to Kudra [33] two essential 
dimensions can be applied: 

1. dimension "access" 

user rights with regard to read and write permissions and the 
execution of transactions (public vs. private), 

2. dimension "validation" 

user rights in relation to participation in the consensus mechanism 
(permissionless vs. permissioned). 

These two dimensions can be combined to define four blockchain 
types [3, 11, 32, 33, 35]. These are summarized in the following 
table 1: 

When the possibilities of digital trust-building in online 
consultancy services through the blockchain-technology are taken 
into consideration, private blockchains appear to be well suited for 
use in outwardly separated organizations such as private 
companies. They seem particularly predestined, even though they 
do not correspond to the basic idea of the decentralized public 
with a centralized approach. On a private blockchain, access is 
approved, for example, by a digital consultation request with 
subsequent consultation by the operator or consultant and thus 
ultimately by a specific institution. At the same time, it can be 
defined within the organizational structure which employee can 
take care of specific tasks on the basis of the stored data. For 
example, a consultant needs information on certain matters, while 

the payment for the service used is essentially of interest to the 
finance department. 

Table 1. Types of blockchain technology 
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Source: own presentation 

An institution that uses a private blockchain retains complete 
control over the system because all users and also all operators of 
the consensus mechanism are known. In comparison to a public-
permissionless blockchain, trust in the validators is necessary [10]. 
External parties – such as health insurance companies, employers 
or friends and acquaintances of the person looking for help – 
cannot access the system. This serves to protect the blockchain 
and the data it contains. Just like the validation of transactions, the 
further development and updating of the blockchain falls to the 
limited group of validators [34]. According to Buterin [10], it is 
much easier to extend or improve the blockchain, since, for 
example, coordination processes can be streamlined. The revision 
of transactions is also possible in this environment through a 
rollback, since the group of validators is clearly defined [34]. 
Private blockchains are also very well scalable and can be easily 
extended if necessary. It is therefore well possible to initially test 
them on a small scale and, if successful, extend them [11]. Legal 
framework conditions can also be clearly defined, since the 
blockchain can be clearly assigned to a company or other group of 
users [5]. 

These aspects support the use of private blockchains in online 
consultancy services. However, their centralisation and the 
associated disadvantages are problematic. In order to avoid the 
centralization of private blockchains, a so-called Federated 
Blockchain can be considered as an option. In this case, more than 
one institution is responsible for maintaining the network or for 
validation. This results in a mutual control, since the instances 
make decisions jointly and mostly for the benefit of the network. 
Such a consortium therefore agrees on a consensus if the majority 
votes for a certain action (e.g. a change of code, access rights, 
etc.). Wrong decisions or manipulations by individuals can thus 
be prevented as far as possible and the advantages of (limited) 
decentralisation can still be exploited. In the case of online 
consultations, such a regulatory consortium may consist of 
companies active in the market, health insurance funds and 
psychological associations. The blockchain then serves as a digital 
instrument, which creates trust between all parties involved in the 
consulting process and at the same time enables the progress of 
this technology. 
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4. CONCLUSION 
As described above, the topic of digital services has already been 
established in social and scientific discourse for several years, and 
blockchain technology is increasingly gaining in-depth, 
interdisciplinary attention. So far, however, a linking approach to 
these two technological currents has remained largely unnoticed. 
This contribution counteracts this lack of awareness by examining 
relevant terms using the example of online consulting and the 
possibilities of creating and maintaining trust through the 
blockchain. We show that online trust is linked to frequently 
subjectively-perceived factors such as credibility, simplicity, and 
risk of using digital services (cf. Fig. 1). For the first time in 
history, the blockchain makes it possible to build trust and 
maintain it through decentralised technology on an objective level, 
since trust no longer has to be located centrally [42, 45]. It can be 
stated that especially Federated Blockchains seem to be suitable 
for data processing in digital services. They combine most 
advantages which allow those seeking and receiving help to 
interact with each other in the best possible way without the risk 
of data being lost to third parties  

Because of all the points discussed, it is plausible that the 
blockchain will play an essential and important role in the future 
design of IT processes and will accordingly become of immense 
importance for a large number of socially relevant areas [36, 37]. 
A reason for this is that the content of a blockchain does not have 
to be predetermined. [44]. 
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