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Abstract 

Digital public infrastructure (DPI) is an emerging innovation that leverages digital technologies 

to increase access to public and social services towards improving people’s welfare and 

livelihoods in society. DPI is a set of digital systems that enable members of society to safely 

and efficiently connect to open-source digital networks to access social services and other 

economic opportunities that improve their welfare. The study explores the concept of digital 

public infrastructure, the global trends, opportunities and challenges. The study also 

highlights some DPI success and failure stories across countries, and it offers some insights 

into the challenges and risks of digital public infrastructure. It was shown that digital public 

infrastructure has many components, and it is enabling digital access to public goods and 

services for many individuals who lack access to essential goods and services. As a result, 

many individuals and firms are connecting with one another through a public digital 

networked infrastructure. However, DPI poses some risks or challenges such as difficulty in 

evaluating impact, cybersecurity risks, lack of interoperability between digital systems, digital 

exclusion, lack of private and public sector collaboration, lack of accountability mechanisms, 

ethical dilemmas and geopolitical concerns. The discussion in this article contributes to the 

digital society literature by showing that digital public infrastructure is an essential part of a 

digital society and the benefits of DPI to society are enormous if the risks can be mitigated. 
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1. Introduction 

This study explores the concept of digital public infrastructure, the global trends, 

opportunities and challenges. The term “digital public infrastructure” gained prominence 

during India’s G20 presidency in 2023. It is a term used to describe open-source digital public 

networked systems that deliver public services to citizens, firms, and governments.  

The need for DPI became apparent during the 2020-2022 COVID-19 pandemic. During the 

pandemic, countries that had robust digital public infrastructure were able to make fast and 

efficient digital cash transfers to support households during the pandemic (Kumar, 2020). In 

contrast, countries that did not have a digital public infrastructure were unable to make 

efficient digital cash transfers to support households during the pandemic (Ozili, 2021). This 

shows the importance of having a well-functioning digital public infrastructure. 

The need for digital public infrastructure also arises from the growing concern that digital 

inclusion is not happening fast enough in many countries, especially in developing countries 

that lack adequate financial resources to invest in digital public systems (Webber et al, 2022; 

Dahlman, et al, 2016). Some developed countries that have abundant financial resources to 

invest in DPI still have siloed or stand-alone digital systems which are not interoperable with 

other digital systems. Meanwhile, many African countries have some type of digital systems, 

but they lack robust digital identity systems which are an integral part of DPI (Dahlman et al, 

2016). As a result, many people are left behind and cannot access digital markets and digital 

services to take advantage of economic opportunities that arise from a well-organized and 

coordinated digital public infrastructure (Williams et al, 2016; Holmes and Burgess, 2022). 

Presently, some countries have siloed digital systems which are owned by private monopolies 

or large technology firms that charge high fees (McIntosh, 2018). The government in these 

countries also use these digital systems which are controlled by private monopolies, and the 

digital systems are often not interoperable. These digital systems may also be exposed to risks 

such as fraud, cyberattacks, and illicit financial flows if safeguards are not put in place (Cross, 

2022; Zukis, 2016; Hodapp and Hanelt, 2022). These risks create inefficiencies and digital 

exclusion problems that leave many people behind because they cannot access digital 

markets and digital services that meet their needs and improve their livelihoods (Ozili, 2025). 

Hence, there is a need to move away from the siloed approach to the development of 
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innovative digital systems and shift to building a safe and inclusive digital public infrastructure 

and unlock the full benefits of digital public infrastructure. 

Understanding the potential of digital public infrastructure is important for several reasons. 

One, digital public infrastructure is a shared means to many ends; two, it is a critical enabler 

of digital transformation in society (Zuckerman, 2020); three, it is the foundation of a modern 

digital economy; four, it helps to improve public service delivery; five, it can help countries to 

achieve their national priorities; six, it can help countries to accelerate the attainment of the 

sustainable development goals (Zuckerman, 2020); and seven, it can streamline government 

operations and create many economic opportunities in many low- and middle-income 

countries. Therefore, it is important to explore the concept of digital public infrastructure, the 

global trends, opportunities and challenges. 

This study contributes to the existing literature that examines the role of digital technologies 

in building good digital societies and resilient digital economies. The present study adds to 

this literature by showing that digital public infrastructure can play a significant role in 

building a good digital society and a resilient digital economy. The study also contributes to 

the literature by introducing the concept of a public digital infrastructure and offering policy-

useful insights into its definition, components, benefits, stakeholders, success stories, and the 

challenges of digital public infrastructure. These insights can guide policymakers and 

practitioners in developing and implementing DPIs that are less risky and beneficial to society. 

The study further contributes to the literature by illuminating the global efforts being made 

to promote and develop a digital public infrastructure in countries as well as the success 

stories of effective implementation of digital public infrastructure in several countries. 

The rest of the study is structured as follows. Section 2 presents the theory and related 

literature. Section 3 presents the conceptual underpinnings, formative components, 

stakeholders and DPI initiatives. Section 4 highlights the opportunities of digital public 

infrastructure. Section 5 highlights some DPI success and failure stories. Section 6 presents 

some challenges of digital public infrastructure while section 7 presents the conclusion of the 

study. 
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2. Theory and Related Literature 

2.1. Theory  

In terms of theory, the technology acceptance model is widely used in the literature to explain 

the reasons why people will adopt or use certain digital technologies (Schmidthuber et al, 

2020; Rabe and Kostka, 2024), such as digital public infrastructure. The technology 

acceptance model or theory argues that what determines whether an individual will use a 

technology is the perceived ease-of-use and the perceived usefulness of the technology to 

the individual (Davis et al, 1989). In other words, individuals will only accept to use a 

technology if they perceive it to be ‘easy-to-use’ and ‘useful’ to them. The main argument of 

the theory is that people’s perception of what technology can do for them is what drives them 

to accept or reject the technology (Davis et al, 1989). The implication of the theory for DPI is 

that the adoption of DPI in society depends on people’s perception of the usefulness and the 

ease of use of DPI. 

2.2. Studies showing support for DPI 

Other studies examined the prospect of developing a digital infrastructure that can serve 

society. Goldsmith and Gardner (2022) argue that digital infrastructure can assist in managing 

public assets, scheduling maintenance, monitoring safety, improving sustainability and 

accessibility, and prioritizing equity in investment, health, and quality of life. They advocate 

for investment in digital infrastructure that incorporates hardware, data software, platforms 

for analysis and collaboration, advanced data capabilities and a smart governance structure 

to oversee these tools through policy and regulation. Hanna et al (2020) advocate for 

democratic public ownership of foundational digital infrastructures on the principles of (i) 

access to all to reduce the digital divide in the population, (ii) empower citizens and workers 

through participation, transparency, and accountability, (iii) reduce corporate concentration 

and political power, (iv) link digital infrastructure to ecological sustainability, and (v) ensure 

that people have control and power over their own data, to develop an ethical data 

management strategy. Hustad and Olsen (2021) focus on the development of service-

oriented sustainable digital infrastructures. They argue that the most important factors to 

consider when developing service-oriented sustainable digital infrastructures are reuse 



Peterson K. Ozili        Digital Public Infrastructure: Concepts, Global Efforts, Benefits, Challenges, and Success Stories 

5 
 

capabilities, flexibility, agility, information technology and business alignment, and efficient 

governance mechanisms. 

Liu et al (2024) examine the potential of digital infrastructure to improve people’s health in 

China. They examine the construction of digital infrastructure which is the result of the 

Broadband China policy introduced between 2014 and 2016. They examine whether the 

digital infrastructure scheme can improve people’s health. They use health data from China 

from 2010 to 2020 to determine the causal relationship between digital infrastructure and 

people's health. They find that the construction of digital infrastructure improved the health 

of people. It also improved the use of medical services, it increased people’s investment in 

their health and it helped residents to develop healthy lifestyles. Zhou (2022) examines the 

relationship between economic growth and digital infrastructure construction in China and 

find that digital infrastructure can build a digital economy which reduces labour cost and 

reduce inflation. However, Zhou (2022) points out a major challenge which is the oligarchs 

that dominate and monopolise the internet-based digital enterprise in China. These oligarchs 

are an obstacle to effective economic growth. 

Meanwhile, Tang and Yang (2023) show that the construction of digital infrastructure can 

significantly increase total carbon emissions and conserve energy by inducing per capita 

energy consumption. They recommend the introduction of carbon emission trading scheme 

to mitigate the impact of digital infrastructure in China cities. Tang and Zhao (2023) examine 

the role of digital infrastructure in improving total factor productivity for sustainable 

economic development. They examine 30 regions in China from 2006 to 2017 and find that 

new digital infrastructure can improve regional total factor productivity, and the positive 

effect is more pronounced in regions with high economic development levels, high research 

and development levels, and high traditional infrastructure development levels. Guo et al 

(2024) also examine the correlation between digital infrastructure and the enterprise green 

transformation in China. They show that the digital infrastructure in China called the 

“Broadband China” strategy improves enterprise green transformation, and the mechanism 

through which the digital infrastructure improves enterprise green transformation is through 

green technology innovation and alleviating financing constraints. Clarke (2020) considered 

digital government units as a type of digital public infrastructure which uses digital data and 

technology to create, optimize and transform digital government services. They pointed out 
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that many DGUs adopt a common orthodoxy, and they mostly use agile, user-centric design, 

pluralistic procurement, data-driven decision making, horizontal ‘platform’ based solutions 

and a ‘delivery-first’ ethos.  

In an African study, Ayodele (2024) predicts that digital public infrastructure holds the key 

for African continental integration, and it can help Africa to achieve its developmental 

ambitions alongside other soft and hard infrastructures which are critical for Africa’s 

development such as postal services, financial services, health services, roads, railways, 

ports, and electricity and broadband connections. Finger and Montero (2022) examine 

whether digital platforms which are intermediating with physical public services could be 

considered public services as they have public service features. They argue that such digital 

platforms are not purely public services, however, they can be public services if they are 

regulated to ensure they have the features of public service and reflect public interests. 

Webber et al (2022) examine the variation in the attitudes of stakeholders towards 

investments in the digital economy using semi-structured interviews of participants in New 

Zealand. They find that some stakeholders consider the internet to be an important digital 

infrastructure in the digital economy, but they raised concern that some people and some 

places would be left behind if access to the internet is uneven and non-uninform across New 

Zealand. Other stakeholders had concerns about who will prosper from using the internet, 

who will be left behind, and who should pay for training on how to use the internet, among 

others. 

2.3. Studies with critical perspectives on DPI 

The critical literature show that digital systems or infrastructure are not always beneficial due 

to the risks associated with technology and people. For instance, Bentley et al (2024) point 

out that digital technologies, including digital infrastructure systems, have been subject to 

criticism due to their weak privacy protection and their tendency to increase digital exclusion 

and worsen the digital divide in society. Lythreatis et al (2022) warn that a widening digital 

divide in society will erode the expected gains from adopting a public digital infrastructure 

system because digital illiterate people who do not have access to digital technologies will 

not benefit from such digital systems. Eaves et al (2024) acknowledge that transparency and 

accountability are critical for the effective deployment and implementation of DPI. However, 

they urge for caution and warn that, as smaller digital systems are integrated to build a big 
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DPI, there is a high possibility that transparency and accountability may be sacrificed in a bid 

to build a big DPI. Nagar and Eaves (2024) examine the intersection between DPI and artificial 

intelligence systems. They argue that any attempt to use DPI as a foundation for AI 

development will give rise to an immediate problem which is that DPI has to be implemented 

first and its adoption must be widespread, but this is not possible because members of 

marginalized communities, who may face systemic disparities that limit their ability to use 

these digital tools, may refuse or may be hesitant to use a government-led DPI due to legacies 

of marginalization (Nagar and Eaves, 2024). In a study on Singapore, Zhuang et al (2025) also 

argue that although digital systems can create a more resilient, efficient, and competitive 

society, they widen the digital divide and the people most affected are historically 

marginalised communities such as people with visual disabilities who are at risk of being left 

behind. Hardy (2024) further points out that even in digital societies that have adopted a form 

of DPI, such as the X-road in Estonia, many people still face insecurities due to the growing 

realisation that they cannot live life without being online or being on some sort of digital 

platform, and arguing that it would be difficult for people to cope and survive if a nationwide 

or global digital disruption occurs.  

2.4. Gap in the literature 

While these studies in the literature mostly examine the prospect of digital infrastructure, 

very little research has been done on the global trend, opportunities and challenges of digital 

public infrastructure. Therefore, the present study contributes to the literature by introducing 

the concept of a public digital infrastructure, particularly the definition, components, 

benefits, stakeholders, success stories, and the challenges of digital public infrastructure. It 

also explores the global trend, opportunities and challenges of DPI. 
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3. Conceptual underpinnings, formative components, stakeholders and DPI 

initiatives 

This section presents some conceptual underpinnings of digital public infrastructure such as 

an analogy, the definition and importance of digital public infrastructure.  

3.1. A perfect analogy to understand digital public infrastructure 

Digital public infrastructure is similar to roads built by the government which form a physical 

transportation network that is essential for people to connect with each other. Similarly, 

digital public infrastructure can be viewed as a digital networked system created by 

governments to enable people connect digitally with each other to access a wide range of 

information, goods and services. Just as roads and railways spread across the entire country, 

the economy, connecting people, and money; in the same way, digital public infrastructure 

spread across the entire digital economy, connecting people, data, and money. Just as roads 

and railways are popularly known as the infrastructure of the physical world, digital public 

infrastructure is also known as the infrastructure of the digital world. 

3.2. Definition of digital public infrastructure 

Digital public infrastructure is an emerging concept which means that its meaning might 

change from time to time. Presently, a digital public infrastructure is a set of digital systems 

that enable countries to provide economic opportunities and deliver social services to the 

population safely and efficiently (Eaves et al, 2024). The G20 New Delhi Leaders’ Declaration 

defined DPI as a “set of shared digital systems that are secure and interoperable, built on 

open technologies, to deliver equitable access to public and/or private services at a societal 

scale".1 DPI can also be defined as a government-led open-source digital networked system 

which is built to allow private innovators to build innovations around it to serve public interest 

(Zuckerman, 2020). In this sense, Digital public infrastructure can be viewed as a combination 

of two broad elements: (i) networked open technology systems which are built for public 

interest, and (ii) a community of private sector innovators who are working to drive 

innovation for public interest. 

 
1 https://www.mea.gov.in/Images/CPV/G20-New-Delhi-Leaders-Declaration.pdf 
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3.3. Components of digital public infrastructure 

Several components or elements are needed for the successful development and deployment 

of a digital public infrastructure (see figure 1). 

▪ Digital identity system: It enables the creation, management, and authentication of 

unique identities for use in many digital scenarios (Singh, et al, 2019; Giannopoulou, 

2023). 

 

▪ Digital payment system: It enables the exchange of money and near-money 

instruments between governments, businesses, and individuals (Singh et al, 2019). A 

digital payment system enables people and corporations to instantly send and receive 

money. 

 

▪ Data exchange and integration system: It facilitates the sharing of information 

between individuals, the private sector and the public sector (Rukanova et al, 2023). 

It ensures that the digital public infrastructure is interoperable with other stand-alone 

digital systems to enable connectivity with many independent digital systems in a 

seamless manner to promote inclusive participation and ensure a more open and 

competitive digital ecosystem. 

 

▪ Consent networks: It is the privacy-based system or mechanism that allows users to 

authorize access and approve the exchange and usage of their personal digital 

information (Eaves et al, 2024). In the absence of consent networks, people’s right to 

privacy might be breached. 

 

▪ Credentials: It enables the safe sharing of government-issued and privately issued 

credentials, such as certificates, invoices, driver’s licenses, and passports, on digital 

spaces and platforms (Hobson et al, 2023). 

 

▪ Registries: It is a system that verify claims of ownership of digital assets, digital 

credentials, or digital information. Digital public infrastructure will function effectively 



Peterson K. Ozili        Digital Public Infrastructure: Concepts, Global Efforts, Benefits, Challenges, and Success Stories 

10 
 

when there are registries that keep verifiable records of what people own or are 

entitled to. 

 

▪ Digital signatures: Digital public infrastructure should also have embedded 

mechanisms that enable digital signatures to be created, verified, and managed to 

ensure the legal validity of digital documents and digital transactions (Brands, 2000). 

 

▪ National digital strategies, roadmaps and blueprints: Many countries will need to 

develop wholistic national plans, strategies, roadmaps and blueprints for a robust 

digital public infrastructure. Many countries may need assistance in developing their 

digital public infrastructure and in identifying additional elements that might be 

needed for national digital integration. 

Figure 1. Components of digital public infrastructure 

 

Source: Author 

3.4. Stakeholders driving digital public infrastructure 

Several stakeholders are taking action to create digital public infrastructure in countries (see 

figure 2). The stakeholders include public sector agents, private sector agents, academia, civil 

society, and international organisations (Selim and ElGohary, 2020). 

▪ The private sector: The role of the private sector in developing digital public 

infrastructure is to (i) use existing technologies to create innovative solutions for 

digital public infrastructure, (ii) provide crucial financial resources for digital public 

infrastructure development in partnership with governments, (iii) provide private 
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sector expertise in managing complex projects and implementing technology that lead 

to more sustainable digital public infrastructure systems, and (iv) contribute to 

training, skill-development initiatives and building local capacities to manage and 

maintain digital public infrastructure systems (Selim and ElGohary, 2020). Examples of 

private sector stakeholders include private companies, business associations, lobby 

groups, etc.  

 

▪ The public sector: The role of the public sector in developing digital public 

infrastructure is to (i) provide regulatory frameworks for digital public infrastructure, 

(ii) ensure that the technologies used for DPI solutions are used securely, ethically, 

responsibly and effectively, (iii) encourage policies and initiatives that foster 

innovation in the private sector, (iv) provide the initial government funding for digital 

public infrastructure to encourage and stimulate private sector to also contribute their 

own financial resources to digital public infrastructure initiatives (Selim and ElGohary, 

2020). Examples of public sector stakeholders include government departments, 

agencies and ministries. 

 

▪ Academia: The role of academia in developing digital public infrastructure is to 

develop conceptual frameworks that aid the understanding of digital public 

infrastructure, (ii) develop global  digital public infrastructure taxomony to promote 

uniform shared meaning of digital public infrastructure concepts and terminologies, 

(iii) organize knowledge sharing forums or conferences with private and public sector 

experts to promote dialogue that support decision making at the highest levels, (iv) 

produce high quality research outputs that inform and influence policymaker’s  

decision on the most effective and efficient way to deploy digital public infrastructure. 

Examples of academic stakeholders include academic research staff, university 

departments, centers of knowledge, research institutes, etc. 

 

▪ Civil society organizations: The role of civil society organizations in developing digital 

public infrastructure is to (i) raise awareness about the need for a country to have its 

own digital public infrastructure, (ii) advocate for stronger national or regulatory 

policies and business practices that promote digital public infrastructure, and (iii) 
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provide valuable insights and expertise on digital public infrastructure issues. 

Examples of these stakeholders include non-governmental organizations (NGOs), 

thinktanks, philanthropic organizations, etc. 

 

▪ International development organizations: The role of international development 

organizations in developing digital public infrastructure is to (i) provide technical 

assistance to countries in developing appropriate digital public infrastructure 

regulations and safeguards, and (ii) provide external funding, grant and loans to scale 

carefully selected digital public infrastructure projects. Examples of these 

stakeholders include the World Bank, the United Nations Development Programme 

and the Gates Foundation, among others. 

Figure 2. Stakeholders driving digital public infrastructure 

 

Source: Selim and ElGohary (2020) 

 

3.5. Public-Private Partnerships in Financing DPI 

Typically, the government funds majority of the digital public infrastructure projects in high-

income countries such as government’s funding of national digital identity systems in 

Netherland, Finland, Norway, US, and Germany. The government of high-income countries 



Peterson K. Ozili        Digital Public Infrastructure: Concepts, Global Efforts, Benefits, Challenges, and Success Stories 

13 
 

often fund digital public infrastructure projects because they have sustainable practices, 

robust economic structures, adequate financial resources, and advanced technologies which 

allows them to accelerate the development of digital public infrastructure projects. In 

contrast, low-income and middle-income countries do not have adequate funding to invest 

in the development of digital public infrastructure projects (Webber et al, 2022). They may 

rely on assistance from domestic sources, multilateral organizations, and philanthropic 

funders. Due to differences in funding capability, the most appropriate funding model for 

financing digital public infrastructure in low-income and middle-income countries is public-

private partnership (Ma et al, 2023). This is the appropriate funding model because DPI 

requires significant financial resources, and the government alone cannot fund it due to the 

many components and systems that need to be brought together to develop a robust digital 

public infrastructure. Funding such digital public infrastructure will require pooling together 

both public sector and private sector financial resources. Public sector financial resources that 

can be allocated to DPI include tax revenue and budgetary allocation to digital public 

infrastructure projects. Private sector financial resources that can be allocated to DPI include 

funds from local private investors, loans from domestic financial institutions, donations from 

philanthropists, grants, and loans from private international financial institutions. 

3.6. Global Initiatives Supporting Digital Public Infrastructure 

Several initiatives exist to support the creation and development of digital public 

infrastructure in countries around the world (see figure 3). Many of these initiatives are 

supported by the World Bank and the Gates Foundation. These initiatives are highlighted 

below. 

▪ The 50-in-5 initiative: The 50-in-5 initiative is a country-led advocacy campaign which 

aims to implement digital public infrastructure safely and inclusively by 2028 (Duliev, 

2023). It aims to help 50 countries to design, launch, and scale components of their 

digital public infrastructure. The 50-in-5 initiative also aims to bring countries together 

to share learnings, best practices, and technologies that reduce costs, build local 

capacity, maximize impact, and accelerate the implementation of digital public 

infrastructure. 

▪ The ID4D Initiative: The ID4D Initiative is an initiative led by the World Bank (Musoni 

et al, 2023). The ID4D initiative was created to advocate for the development of 
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identification (ID) systems that are based on a robust set of principles, including 

privacy by design, security, user control, safeguarding data privacy, and protecting 

user rights through a comprehensive legal and regulatory framework (Musoni et al, 

2023). 

▪ AfricaNenda: The AfricaNenda program is a program that provides pre-project 

technical support and greater institutional capacity to expand and scale-up fundable, 

instant and inclusive payment system projects in African countries with the aim to 

achieve universal financial inclusion on the African continent by 2030 (Domingo et al, 

2023). 

▪ MOSIP Initiative: The Modular Open Source Identity Platform (MOSIP) is a university-

incubated not-for-profit foundation which is supported by the Gates Foundation 

(Martin, 2021). MOSIP helps governments to conceive, develop, and implement 

effective foundational ID systems in their countries. MOSIP offers countries modular 

and open-source technology to build and own their national identity systems. It offers 

a robust, scalable, and inclusive platform on which national foundational IDs are built 

and configured in an efficient and cost-effective way (Martin, 2021). 

▪ Digital Public Goods Alliance: The Digital Public Goods Alliance (DPGA) is a multi-

stakeholder initiative that is endorsed by the United Nations. DPGA aims to accelerate 

the attainment of the sustainable development goals in low- and middle-income 

countries by facilitating the discovery, development, investment, and usage of digital 

public goods. DPGA facilitates the discovery and deployment of digital public goods 

towards a more equitable world. 

▪ Digital Impact Alliance: The Digital Impact Alliance (DIA) is an initiative which aims to 

connect governments, funders, and development actors with the essential insights, 

knowledge, and tools needed to advance positive, sustainable and inclusive digital 

transformation. Its core objective is to connect people with evidence to build the 

digital tools that work for society. 
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Figure 3. Global Initiatives Supporting Digital Public Infrastructure 

 

Source: Public information 

 

4. Opportunities of digital public infrastructure 

Digital public infrastructure has several benefits.  

▪ Digital public infrastructure can facilitate the development of a vibrant and 

competitive economy.  

▪ It can foster trust between governments and citizens by enabling the delivery of 

essential services to citizens.  

▪ It creates economic opportunities in many industries including ICT, education, health, 

travel, finance, skills, and agriculture.  

▪ SDG benefit – It accelerates progress toward the sustainable development goals and 

delivers shared prosperity for everyone especially women and people with low income 

(Choudhuri et al, 2021). 
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▪ Financial inclusion benefit – Digital public infrastructure can increase financial 

inclusion by enabling the private and public sector to efficiently deliver solutions to 

expand banking, credit, and payment services to individuals who have traditionally 

been left behind (D’Silva et al, 2019). For example, India uses the Aadhaar digital IDs 

and unified payment interface (UPI) instant payments to achieve financial inclusion. 

▪ Healthcare benefit – Digital public infrastructure can increase access to healthcare 

and improve healthcare outcomes (Choudhuri et al, 2021). Digital public infrastructure 

can also unlock many services and opportunities that improve public health in rural 

communities.  

▪ Climate risk mitigation benefit – Digital public infrastructure can enable seamless 

climate data sharing to identify climate risks, enable communities to proactively plan 

for adverse weather events, allow for faster climate change response when disaster 

occurs, and mitigate climate change risks.  

▪ Competition and innovation benefit – Digital public infrastructure can enable private 

firms to innovate faster, drive competition, deliver new services to markets, and 

create jobs to expand economic opportunity and economic growth (Zuckerman, 

2020). 

▪ Access to a wide range of services: Digital public infrastructure has the potential to 

make it easier for individuals to receive wages, pay bills, receive government cash 

transfers, access essential services provided by the government, and conduct 

transactions safely and cheaply irrespective of income level (Zuckerman, 2020). 

▪ Business and entrepreneurial benefits – Digital public infrastructure also stimulates 

markets by giving digital service providers equal opportunity to compete and reach 

new customers and markets. It allows entrepreneurs to use digital public 

infrastructure to innovate and launch new businesses that create jobs (Zuckerman, 

2020; Henry et al, 2025).  
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5. DPI success and failure stories: some country cases 

Few countries have witnessed some success and failure in deploying a digital public 

infrastructure. We discuss some success and failure stories in this section and present a 

summary of why some countries succeeded and why others failed in Tables 1 and 2.  

▪ Brazil – In 2020, the Central Bank of Brazil launched the Pix payment platform which 

is a type of DPI in Brazil (Sampaio and Ornelas, 2024). Pix is a new instantaneous 

bank-to-bank transfer payment system, and it cost only US$ 4 million to develop it 

while it generated a cost savings of US$ 5.7 billion in 2021 alone (Sampaio and 

Ornelas, 2024).  Pix became very popular in Brazil. It had 149 million users and 15 

million firms were using it as of December 2023 (Sampaio and Ornelas, 2024). 

 

▪ Peru – The Yape digital payment system was launched in February 2017 by Banco de 

Crédito del Perú (BCP) which is the country’s largest bank (Aurazo and Gasmi, 2024). 

Initially, Yape only allowed BCP customers to transfer funds to each other using 

mobile phone numbers or QR code scans. Later, Yape integrated other financial 

institutions to enable transactions between customers of different financial 

institutions. In 2023, Yape had 12 million users which represented 35% of the 

population of Peru and it grew to become the first "super app" in Peru. It is widely 

accepted as a means of payment in stores, restaurants, fast food outlets and gas 

stations (Aurazo and Gasmi, 2024).  

 

▪ Singapore – Singapore developed the Singpass which is a robust digital public 

infrastructure in the country (Hoe, 2018). The Singpass is a national digital identity 

ecosystem which serves as a digital infrastructure for the public and private sectors to 

build trusted digital services and provide opportunities for digitalisation and co-

creation (Hoe, 2018). Singpass also enables individuals and businesses to access their 

data through a federated network of authoritative datasets (Hoe, 2018). It allows 

personal and corporate data to be shared after receiving explicit consent. Singpass 

removes the need for multiple online identities, passwords, and physical tokens, and 

replaces it with stronger security, authenticity mechanisms, confidentiality, and 

integrity for both offline and online transactions (Hoe, 2018). 
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▪ India – India is a trailblazer in deploying digital public infrastructure domestically. India 

has already developed some key elements of a digital public infrastructure. India 

developed the Aadhaar which is India’s foundational digital identity system 

(Maheshwari, 2023). The Aadhaar digital identity system enables the government of 

India to effectively digitize government-to-person (G2P) payments (Maheshwari, 

2023). As of today, Aadhaar has more than 1.365 billion users enrolled2, which is more 

than 90 percent of India’s population. The Aadhaar digital identity system captures 

each user’s information in a unique 12-digit ID number. The user information in the 

unique number is shared using data exchange with service providers to enable 

services, such as bank account opening. The Aadhaar-enabled bank accounts then 

interoperate with the Aadhaar-enabled Payment System to authenticate the 

beneficiaries who are due to receive direct benefit transfers from the government 

before the direct benefit transfers are paid into the beneficiaries’ accounts3. India also 

has another payment system known as the Aadhaar Payment Bridge system4, which 

uses the Aadhaar number as a central key to send social benefits to the intended 

beneficiaries (Maheshwari, 2023). India also built the Unified Payment Interface (UPI) 

which is the payment system in India (Maheshwari, 2023). The UPI executes eight 

billion transactions monthly and transacts a value of USD 180 billion monthly 

amounting to 65 percent of India’s annual GDP. 

 

▪ Kenya – A success story from East Africa is Kenya’s National Safety Net Program, 

commonly known as Inua Jamii. The Inua Jamii is a system that enables digitized G2P 

payments through DPI’s three pillars (McKay et al, 2020). It is a government program 

that use selected payment service providers to transfer social protection benefits to 

beneficiaries (McKay et al, 2020). Before beneficiaries receive the payments, the 

payment service providers use digital identity to authenticate beneficiaries via 

biometric data and national ID cards. This authentication uses data exchanged 

 
2 https://www.microsave.net/2023/05/19/how-can-digital-public-infrastructure-improve-government-to-
person-payments/ 
3 https://www.dpi.global/globaldpi/aadhar 
4 https://www.npci.org.in/what-we-do/nach/faqs/banks 
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between Kenya’s Single Registry, which unites beneficiary information from all Inua 

Jamii’s programs and its Integrated Population Registration System (IPRS). 

Additionally, the registry collects beneficiaries’ data during the programs, such as 

registration, enrolment, payments, and grievance management records (McKay et al, 

2020). It serves as an intermediary between these programs and the IPRS. This system 

has helped the Kenyan government to disburse KES 8.54 billion (USD 62.94 million) to 

1.07 million beneficiaries in January 2022. 

 

▪ Zambia – Zambia’s digital public infrastructure is exemplified in the government 

digitized cash-based interventions for refugees in the Meheba Refugee settlement 

camp in collaboration with UNHCR, UNCDF, and MSC (Abdelgawad et al, 2023). The 

initiative registers eligible beneficiaries with SIM cards and provide them with digital 

wallets and PINs (Abdelgawad et al, 2023). Their mobile numbers and digital wallets 

are updated in a government refugee database, called ProGres, which authenticates 

them before they receive payments through the digital wallets. 52 percent of the cash-

based intervention payments occurred using digital wallets and the distribution time 

was reduced from 13 days to 2 days after the digitized CBI was implemented. 

 

▪ Estonia5 – The Estonian government built a compulsory national digital ID and a data 

sharing infrastructure called “X-Road” in its effort to develop a digital public 

infrastructure (Himma-Kadakas and Kõuts-Klemm, 2023). The X-Road was released in 

December 2001. The X-Road was first used to build the country’s population registry. 

Afterwards, government institutions and private institutions in Estonia began to 

connect their information systems and registries into the X-Road infrastructure 

(Himma-Kadakas and Kõuts-Klemm, 2023). X-Road connects different information 

systems, transmit large data sets, and perform searches across several information 

systems simultaneously. As of today, the X-Road infrastructure connects more than 

900 public and private organisations, and it provides more than 3,000 services and 

with more than 11 billion requests made to date. Estonia’s X-Road digital 

 
5 https://www.orfonline.org/expert-speak/development-and-promotion-of-digital-public-infrastructures 



Peterson K. Ozili        Digital Public Infrastructure: Concepts, Global Efforts, Benefits, Challenges, and Success Stories 

20 
 

infrastructure has enabled the government to provide 99 percent of public services 

online. 

 

▪ Ethiopia – Ethiopia uses the Fayda system as its National Digital ID System (Musoni et 

al, 2023). The Fayda system is a digital public infrastructure that digitally record the 

identity of every Ethiopian resident (Musoni et al, 2023). Every resident in Ethiopia is 

required to have a Fayda number before they can obtain a taxpayer identification 

number so that each new taxpayer identification number (TIN) created is connected 

to a Fayda number (Musoni et al, 2023).  

 Table 1. Some DPI Success Stories 

Region Country Type of DPI Intended purpose Operationalised 
by who? 

Why it was a success 

Latin 
America 

Brazil Pix payment 
platform – 
centralized 
digital 
payment 
system 

Pix was created in 
2020 to be an 
instant payment 
system in Brazil. It 
allows users to send 
and receive money 
between bank 
accounts.  

Central Bank of 
Brazil (BCB) 

1) High acceptance rate among most 
businesses in Brazil; 2) enables 
transactions to occur in less than 10 
seconds, 24 hours a day, 7 days a 
week; 3) reduces reliance on credit, 4) 
eliminates the need for cash; 5) 
enables unbanked individuals to 
participate in the digital economy, 
ensuring financial inclusion; 6) it has 
robust security features with two-
factor authentication and encryption 
to protect user data. 

Asia Singapore Singpass – a 
national digital 
identity 
ecosystem 

Singapore 
developed the 
Singpass in 2003. It 
allows public and 
private sector 
innovators to build 
trusted digital 
services around 
Singpass and 
provide 
opportunities for 
digitalisation and 
co-creation. 

The Government 
Technology 
Agency of 
Singapore 

It allows personal and corporate data 
to be shared after receiving explicit 
consent. Singpass removes the need 
for multiple online identities, and 
replaces it with a stronger security 
and authenticity mechanisms. 

Africa Ethiopia Fayda system – 
a National 
Digital ID 
System. 
 

The Fayda system, 
developed in 2023, 
is a digital identity 
public infrastructure 
that digitally record 
the identity of every 
Ethiopian  

The National ID 
Program (NIDP) is 
the agency that 
issues the Fayda 
digital ID system in 
Ethiopia. 

1) It is widely accepted and used as a 
valid proof of legal identity in 
Ethiopia; 2) having a Fayda number is 
a requirement to have a taxpayer 
identification number which, in turn, 
gives Ethiopians access to shared 
public and private services. 

Europe Estonia X-Road – a 
compulsory 
data-exchange 
or data-sharing 
infrastructure 

X-road was founded 
in 2000. It was 
designed to 
facilitate secure 
sharing of data 

Estonia's 
Information 
System Authority 

It is the pillar of Estonia's digital 
society because it provides a wide 
range of e-government services, such 
as online tax filing, e-voting, and 
digital ID. Many Estonian residents, 
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among government 
agencies so that 
citizens will not 
need to create new 
identities to access 
different types of 
public services. 

businesses and public institutions use 
it to access services seamlessly 

Australia & 
Oceania 

Australia The New 
Payments 
Platform (NNP) 
– a robust 
digital 
payments 
infrastructure 

The New Payments 
Platform is 
Australia's national 
fast payments 
infrastructure. It 
was launched in 
2018 to facilitate 
data-rich, real-time 
payments. 

The NPP was 
developed via 
industry 
collaboration 

1). It offers customers benefits in 
terms of greater convenience, more 
visibility and control over payment 
arrangements and the ability to more 
easily move bank accounts between 
providers. 2) It initiates payments in a 
safe and secure manner with 
appropriate controls to ensure 
ongoing protection of consumers and 
effective risk management. 

- 

 

 

Table 2. DPI Failure Stories 

Country Type of DPI Intended purpose Operationalized by 
who? 

Why it failed 

United 
Kingdom 

Gov.UK Verify 
– an identity 
assurance 
system 

Verify was an identity 
assurance system. It 
was operational 
between 2016 and 
2023. It provided a 
secure way to prove 
one’s identity online in 
the UK. Once an 
individual’s identity has 
been proved, the 
individual could use the 
same identity to access 
other public services. 
The verify system was 
designed to provide a 
single trusted login 
across all British 
government digital 
services. It could verify 
a user's identity in 15 
minutes. 

UK government in 
partnership with 
private companies 
which the 
government had 
approved to verify 
identities.  

1) The success rate in verifying 
individuals was 47% as of October 
2018. 
2) Verify does not meet all the 
identity requirements of 
government departments, such 
as identifying intermediaries or 
businesses.  
3) The UK government was 
reluctant to continue funding the 
Verify project after it had already 
spent up to £130 million in 
developing GOV.UK Verify as of 
October 2018.  
4) Government departments 
began to discontinue using Verify. 
5) Verify was discontinued. 

Kenya Huduma 
Namba – a 
Kenyan 
government 
digital identity 
program 

Huduma Namba was 
launched in 2019 to be  
the National Integrated 
Identity Management 
System (NIIMS) in 
Kenya. Under the 
program, a unique 
personal identification 
number is assigned to 

Kenyan 
government  

It failed because (i) the 
government did not conduct 
proper public sensitization; (ii) 
the political atmosphere at the 
time of the launch was hostile 
and it created room for 
suspicions, therefore, legislators 
did not urge their constituents to 
accept it; (iii) it became 
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every citizen at birth or 
upon registration / 
enrollment. A card 
bearing a person’s 
digital identity is issued 
to every citizen. The 
card will enable 
individuals to access 
various government 
services, and it acts as a 
travel document within 
the East African region. 

unpopular due to lack of political 
support for the program. 

 

 

6. Challenges of digital public infrastructure 

In the previous section (table 2 precisely), it was shown that DPIs that are developed and 

implemented with good intentions can fail due to political factors, financial constraints and 

other reasons. This points to the challenges associated with DPI. The challenges associated 

with digital public infrastructure are diverse. Some of the challenges are highlighted and 

discussed below. 

▪ Difficulty in evaluating impact: A major challenge of digital public infrastructure is not 

its design or adoption. The major challenge of digital public infrastructure is how to 

measure its real impact (Choudhuri et al, 2021). Presently, there is no universal way 

to rigorously evaluate the impact of digital public infrastructure. There are no 

standardized metrics to determine: (i) user adoption rates, (ii) the efficiency of service 

delivery, (iii) the adequate number of safeguards to introduce in a digital public 

infrastructure, and (iv) the economic impact of digital public infrastructure initiatives 

on individuals, firms, governments, and international development organizations.  

▪ Cybersecurity Risks: Another challenge is cybersecurity risks. Digital public 

infrastructure, just like new technologies, may have deficient safeguards that increase 

users’ vulnerability to data privacy violation and other breaches (Choudhuri et al, 

2021; Eke and Stahl, 2024).  

▪ Lack of interoperability between digital systems: Different government departments 

and agencies use digital systems that are not interoperable with existing digital 

systems (Campmas et al, 2022). Continuous efforts should be made to ensure 
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seamless integration of existing systems with one another to provide a seamless 

experience for users.  

▪ Digital exclusion, illiteracy and lack of trust in digital systems: Another challenge of 

DPI is the low level of digital inclusion, low level of digital literacy, low level of digital 

financial inclusion and low level of trust in digital systems in many jurisdictions (Coyle 

et al, 2023). People who lack trust in digital systems, and people who lack digital 

identification cannot use digital public infrastructure to improve their welfare (Bodó 

and Janssen, 2022).  

▪ Lack of private and public sector collaboration: Another challenge is difficulty in 

collaboration. Collaborating with the private and public sectors is not straightforward 

(Charalabidis et al, 2011). There may be resistance to collaboration among 

government entities due to differences in statutory mandates. There may also be 

resistance to collaboration among private firms who are rivals.  

▪ Lack of accountability mechanisms: Accountability framework for digital public 

infrastructure does not exist in some countries. In countries where it exists, the 

existing accountability framework may be too weak to ensure proper investigation, 

remediation, and corrective measures to mitigate harm caused by unethical and 

irresponsible use of digital public infrastructure (Saldanha et al, 2022). 

▪ Algorithmic biases – The algorithm used to operationalize DPIs may contain 

systematic and repeatable errors that create unfair and discriminatory outcomes, 

such as granting a group of people greater access to certain services over others. 

▪ Ethical dilemmas – As DPI becomes ubiquitous in digital societies, there will be 

underlying tensions between granting people access to public goods and services and 

using their unconsented data for DPI surveillance and monitoring purposes. Operators 

of DPI will constantly find ways to navigate the tightrope between digital access for 

customers and obtaining access to customer data to gain insights that can be used to 

improve the DPI system.  

▪ Geopolitical concerns – As countries compete to develop and deploy DPI systems, 

they will also need to navigate possible geopolitical bottlenecks in the DPI value chain 

that constrain access to cross border talent, data, and infrastructure that are needed 

to maintain DPI systems. Geopolitical conflicts such as export control, tariffs and 
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sanctions, can slowdown or prevent the movement of DPI-related cross border talent, 

data, and infrastructure from advanced countries to developing countries. 

 

7. Conclusion 

This study explored the concept of digital public infrastructure, the global trends, 

opportunities and challenges. The study contributes to existing literature that examines the 

role of digital technologies in building good digital societies and resilient digital economies by 

showing that digital public infrastructure can play a significant role in building a good digital 

society and a resilient digital economy. 

The study showed that digital public infrastructure is gaining momentum globally as a 

transformative force in developing a resilient digital economy and a good digital society. It 

was shown that a digital public infrastructure is the foundation upon which robust digital 

societies are built. Once the core elements of a digital public infrastructure are put in place – 

which are digital identity systems, digital payment systems, data exchange and integration 

systems, consent networks, credentials, registries, digital signatures, and national digital 

strategies – it will be possible to build a digital public infrastructure that (i) enable public, 

private, and civil society innovation, (ii) create a platform to connect people to access digital 

services, and (iii) deliver digital services that benefit everyone and put people at the centre. 

As more people globally connect to existing digital public infrastructures, governments, 

communities, and private sector organizations will have the opportunity to harness the power 

of digital connectivity to improve people’s quality of life. It can improve access to education, 

access to healthcare, uplift people out of poverty, stimulate innovation, encourage 

competition in physical and digital markets, and increase digital and financial inclusion.  

The implication of the findings is that, as the advocacy for creating a digital public 

infrastructure increase, countries will have to decide whether they want to build a digital 

public infrastructure from scratch and how to build it, or whether they want to leverage on 

the existing siloed digital technology infrastructure that are used locally to deliver proven 

public goods. Even if countries were to build a digital public infrastructure from scratch, there 

is no set way to build a digital public infrastructure.  
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It is recommended that policymakers should lay out a comprehensive strategy on how to build 

interoperable identity, payment, and data exchange systems that will be successful. 

Furthermore, policymakers need to decide on who should build the digital public 

infrastructure. Should the government build it alone? Or should the government and the 

private sector build it together? While the answer is not straightforward, it would seem more 

likely that government entities and private sector firms may need to work together to develop 

the foundational layers for a digital public infrastructure. After developing the foundational 

layers, the private sector should be allowed to build a stack of innovative solutions around 

the foundational digital public infrastructure that has been created. 

For the built digital public infrastructure to succeed, policymakers should ensure that certain 

safeguards are in place to prevent bad actors from using digital public infrastructures to steal 

identities and commit fraud. Technical safeguards should be introduced to prevent non-state 

actors from gaining unauthorized access to digital public infrastructure systems to steal 

personal data. Also, strong cybersecurity laws, policies and regulations should be developed 

to protect the privacy rights of individuals. Efforts should also be made to build accountability 

frameworks that provide checks and balances to ensure that digital public infrastructure 

continues to serve the public good.  

Regarding the future of DPI, the future of digital public infrastructure remains bright because 

emerging technological advancements such as AI, the internet of things, and blockchain 

advancements can accelerate the development of digital public infrastructure by increasing 

the efficiency, reach, and impact of public services and public initiatives on people 

(Verdecchia et al, 2022; Janssen et al, 2009). These emerging technological advancements can 

lead us to a future where digital public infrastructure will be a cornerstone to foster digital 

inclusion, financial inclusion, economic growth, poverty reduction, job creation, quality digital 

education and improved healthcare (Henry et al, 2025). In the future, digital public 

infrastructure will immensely improve public governance and enhance public service delivery 

(Eaves et al, 2024). 

Finally, the discussion in this article provide several avenues for future research. Future 

research can provide insight into the regulation of digital public infrastructure and offer deep 

insight into how regulation would affect access and freedom to innovate for entrepreneurs. 

Future research can also examine the technological and institutional capacity to build a fully 
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operational digital public infrastructure in developing countries given their limited economic, 

financial, and technological resources. 
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