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Abstract

We develop a model of strategic obfuscation in which a firm chooses the cost for a
rationally inattentive consumer to process product information, making learning costs
endogenous. Our characterization of how obfuscation arises in equilibrium depends on
the prior and the consumer’s payoff structure, which determines when she is indifferent
between actions. Surprisingly, the firm may encourage partial learning to sustain sales
while inducing mistakes. The framework links persuasion and rational inattention,
shifting attention from commitment in disclosure to information cost design. The model
rationalizes hidden add-ons, fine print, and product complexity, and informs policies on
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1 Introduction

Obfuscation, by which we mean the conscious effort to hinder the collection and processing
of information, is ubiquitous. When required to disclose evidence, lawyers may send excess
material not directly linked to the case at hand, making it harder for other parties to discern
what is relevant and what is not. Printers can be sold at a loss to attract consumers while
hiding ink sales at a high margin. Terms and conditions are drawn out and written in legal
jargon, so reading them before accepting is the exception, not the rule.

In this paper, we consider a closely related example from consumer product markets. A
firm offers a product of uncertain value for a new consumer and wishes to induce her to
buy it. Consumers can conduct their own costly investigation: reading reviews, looking at
specifications, and comparing alternatives. To induce the consumer to buy, the firm can
facilitate or hinder these efforts by controlling the availability of useful information.! For
instance, the firm may or may not provide a free sample, or a test-period.

In a nutshell, we focus on a different method for a principal to induce a decision maker to
take a certain action that does not rely on direct information transmission or on monetary
transfers. Instead, the principal controls how difficult it is for the decision maker to learn
about an exogenous and unknown (for both the decision maker and the principal) state of
the world. Therefore, we provide a new framework in which we endogenize how costly it will
be for the consumer to obtain new information.

Formally, we model a firm that chooses the marginal cost of obtaining information on its
product to induce a rationally inattentive (Sims, 2003) consumer to buy it. When choosing
how much to learn, the consumer will weigh the costs (e.g., time spent researching) and
benefits of new information (lower probability of buying a bad product). We assume the

firm can choose the value of a parameter A € R that linearly affects how much uncertainty,

'Richards et al. (2020) find evidence of firms offering products in different package sizes from their
competition to create perceived product differentiation. The goal is not simply price discrimination, but also
to hinder product comparison and hopefully induce the consumer to buy their products.



measured by Shannon Entropy (Shannon, 1948), is reduced by the acquired information.?
Thus, by setting A = 0, the firm effectively lets the consumer correctly identify the state of
the world. By setting a large A, think of A — oo, the firm makes any information processing
impossibly costly and the consumer must base her decisions on the common prior.

The firm’s efforts to raise costs, or increase the value of A\, can be interpreted in different
ways: restricting access to information, decreasing the time available to make a decision,
or simply dumping irrelevant data.® Unlike other obfuscation papers, we do not focus on
a single mechanism. Instead, we generalize how this behavior can appear if the consumer
displays rational inattention. Moreover, we consider that the cost of information is chosen
before the firm observes the state of the world and thus, the chosen A is not a signal in itself.
Think, for instance, of a family-owned online T-shirt seller and a prospective buyer. Both
seller and buyer know that 30% of individuals like the shirts, but neither will know if the
buyer falls in this category until the shirt is bought and tried on.

A key contribution of our paper, relative to the Bayesian Persuasion framework,? is to shift
the focus from commitment in information transmission to the design of which information
can feasibly be learned.® As such, we have a story about a firm trying to persuade a consumer
without requiring a strong commitment assumption.® In settings where this assumption does
not hold, we interpret our results as what the firm could achieve if it could commit to an
obfuscation level, and therefore provide an upper bound to the firm’s payoffs when compared

to no commitment.

2This parameter is standard in the Rational Inattention literature: A(H (uo) — E,[H (114)])-

3Hiding or providing information may be costly to the firm. In our model, we abstract from such costs.
Appendix C briefly discusses an alternative model in which the firm incurs a cost when choosing A. Adding
these costs, however, does not alter our main conclusions.

4See Kamenica and Gentzkow (2011) but also Kamenica (2019) and Bergemann and Morris (2019) for
comprehensive surveys. There, a Sender commits to an information disclosure policy, while in our paper, the
firm (essentially) chooses how the consumer will learn, within the rational inattention framework.

SIndeed, Kamenica and Gentzkow (2011) use commitment in the information acquisition stage instead of
commitment in the information transmission stage as a possible motivation for the commitment assumption
in Bayesian Persuasion.

SWe comment further on this assumption when presenting the model and describing practical examples.
Martin (2017) and De Clippel and Rozen (2025) present models in which there is a strategic component to
the fact that an agent is choosing to obfuscate.



To see our model in practice, consider an example in which a firm is attempting to sell a
product of uncertain quality. The product may be Good, in which case a consumer would
enjoy a positive benefit from purchasing it, or Bad, in which case consumers would regret the
purchase. Both the firm and the consumer share a common prior belief that the product is
Good with probability py € (0,1). In contrast to the consumer whose payoff depends on the

realized quality, the firm always benefits from a sale. The payoff structure is summarized as

not buy | buy

Good 0,0 1,B
Bad 0,0 1,-C.

Here, the first entry in each cell represents the firm’s payoff, while the second entry
represents the consumer’s payoff. The parameters satisty B > C' > 0, so that buying is
desirable only when the product is Good. From the consumer’s perspective, the decision can
be summarized by a threshold belief. If the probability j that the product is Good exceeds

a belief of indifference

¢
’ulnd_B—FC’

then the expected benefit of buying is positive, and the consumer will purchase if no new
information is obtained. In this case, the firm’s best strategy is to fully obfuscate, making
additional information prohibitively costly, so that the consumer bases her decision solely on
the favorable prior. This is the sales adage “don’t talk yourself out of a sale”.”

If the prior pg falls below this threshold, the consumer would not buy without further
investigation. The firm faces the following problem. If it provides full transparency, it
will enable the consumer to perfectly observe whether the product is Good or Bad. This

maximizes efficiency but yields sales only when the product is indeed Good, which may be

unattractive to the firm when the prior is low. On the other hand, the firm may release

"Also quoted as “When you get the sale, stop talking.” https://www.inc.com/jim-schleckser/
when-you-get-sale-stop-talking.html
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information in a way that is costly to process. By raising the marginal cost of learning, the
firm induces the consumer to remain only partially informed. If this cost is appropriately
chosen the consumer buys more frequently than under full transparency.

Consider now a product replacement or recycling policy that cushions losses when the
product is Bad, effectively lowering C. In that case, the consumer is more willing to buy
under partial information, and the firm benefits from maintaining some degree of obfuscation.
Eliminating such a policy increases C. This raises the threshold p;,4, making the consumer
more reluctant to buy without clear evidence. The higher stakes from bad outcomes can push
the firm to choose full transparency, since obfuscation no longer yields profitable sales. Thus,
policies that seem to reduce consumer payoffs in some states may in fact increase overall
welfare by inducing firms to simplify disclosure and reveal more information. We discuss this
example in greater detail in Appendix B.1.

So, interestingly enough, there are cases in which partial information can dominate both
full transparency (too few sales) and full secrecy (no sales) for the firm. When the cost of
buying a bad product is low, the consumer chooses more “optimistic signals” that recommend
buying more often, so allowing them to learn a bit may lead to increased sales. In our Theorem
1, we characterize when partial information (or partial obfuscation) is the equilibrium outcome
in a 2-state x 2-actions setting, when the firm has state-independent preferences.®

This example highlights the central role of strategic obfuscation. When beliefs are
favorable, obfuscation sustains sales by preventing the consumer from discovering bad news.
When beliefs are unfavorable, partial obfuscation allows some sales that complete transparency
would eliminate. Our framework formalizes these tradeoffs and provides techniques that will
allow us to (i) compute exactly how costly the firm will choose information processing to be;
(ii) understand how the consumer chooses how much to learn given the chosen information
processing costs; and (iii) perform some comparative statics given policies motivated at

improving welfare, such as policies on consumer transparency.

8 Appendix B.2 includes a case of partial obfuscation under state-dependent preferences, where the role of
the consumer is replaced by that of another firm trying to enter a market.



Section 4 generalizes our model to multiple actions and states, and allows the firm to have
state-dependent preferences. This connects our model to the general literature of decisions by
rationally inattentive agents (Matéjka and McKay, 2015; Caplin et al., 2019, 2022; Matyskova
and Montes, 2023), which we leverage to construct our results. In this setting, we characterize
the beliefs of indifference between actions, illustrated in the example above, as the beliefs
in which inducing full obfuscation is not possible. Intuitively, if the consumer is indifferent
between any two actions at her prior, any signal, no matter how coarse, can break the
tie. Therefore, even if information is extremely costly, the consumer will acquire an almost
uninformative signal that she can still afford. We also reinterpret one of the examples of an
agent with rational inattention from Caplin et al. (2019) to our setting. In the example, a
consumer wants to buy the only good product among 9 bad ones. We can then predict the
chosen level of obfuscation depending on which option the firm prefers to sell.

Obfuscation has clear policy implications. When the firm tries to obfuscate to increase its
payoff, it comes at a cost for buyers. Understanding when obfuscation arises provides insights
for policies that seek to increase the consumer’s welfare. For instance, mandatory disclosure
can be particularly ineffective (Ben-Shahar and Schneider, 2014). Indeed, in our setting,
mandated disclosure does not imply a low A, as the firm is free to include in the disclosure
as much pointless information as it wants. In one of our examples, we see that an effective
policy - that at first glance seems to harm consumers - can induce simplified disclosure, as
difficulty in processing information might push customers not to purchase their products.

Related literature:

Information Design and the commitment assumption - We contribute to the large recent
literature that seeks to understand how different information structures affect the problems
at hand, and how incentives shape the information acquired in equilibrium. In particular, our
paper does not require the commitment assumption in the information transmission stage of
canonical models of Bayesian Persuasion and information design (Kamenica and Gentzkow

(2011), Bergemann and Morris (2019), for example). By rethinking the usual commitment



assumption, our paper is related to the works by Lin and Liu (2024), Barros (2021), Lipnowski
et al. (2022), Min (2021), Fréchette et al. (2022), Nguyen and Tan (2021), Perez-Richet and
Skreta (2022) and Alonso and Camara (2024). Also related are Edmond and Lu (2021), who
add confusion to the communication model by making the Sender capable of confusing the
consumer at a cost, and Bizzotto et al. (2020), who study the case of persuasion when dealing
with certifications and add a cost for obtaining information.

Rational Inattention - Particularly useful to our analysis is the branch of this literature
that developed mathematical foundations for solving the problems of agents that exhibit
Rational Inattention and expand on the possible information cost structures the agent faces
(Matéjka and McKay, 2015; De Oliveira et al., 2017; Caplin et al., 2019, 2022; Dean and
Neligh, 2023). Ellis (2018) shows an axiomatic model of choice behavior for an agent with
limited attention and gives the conditions under which the behavior can be considered the
result of a choice of an optimal level of inattention. Similarly to our applications, Cusumano
et al. (2024) applies Rational Inattention to an 10 context where two competing firms try to
sell to a boundedly rational consumer. Our model provides an alternative microfoundation
for the commonly exogenous cost of information in this literature. For instance, Asriyan et al.
(2023) demonstrates the impact of a buyer’s imperfect observation of a product’s quality
on the complexity chosen by the product designer. Mensch and Ravid (2022) discuss the
optimal menu that a monopolist should offer to an agent who costly learns about their type.

Information Design and Rational Inattention - A few authors have recently combined the
study of persuasion with Rational Inattention. Gentzkow and Kamenica (2014) is a direct
extension of the classic Bayesian Persuasion model in which the sender has to buy the signal
at a cost given by Shannon Entropy. Matyskova and Montes (2023) develop a model in
which the Sender sends information at no cost. However, upon seeing a signal realization the
consumer can decide if she wants to buy further information at a cost. They derive how the
sender will choose the optimal signal and an algorithm that simplifies the Sender’s problem.

Bloedel and Segal (2021) detail how to optimally persuade a rationally inattentive receiver,



as the usual concavication results are not attainable. Lipnowski et al. (2020) show where a
benevolent Sender may choose how to restrict the information that a Rational Inattention
consumer sees. Le Treust and Tomala (2019) have the Sender persuading the consumer by
sending a message through a limited capacity channel. Some papers have shown that rational
inattention may be beneficial for the receiver. Indeed, Fabbri (2024) shows that it can serve
as a “commitment” that diminishes the holdup problem and Wei (2020) also shows it serves
as a commitment that they will not pay attention if the Sender does not send enough useful
information. Our approach differs from all these papers in two main ways: we abstract from
messages and signals, and our cost of information is endogenous.

Strategic Obfuscation - A set of papers studying obfuscation, usually focused on 10
environments, motivated the economic problem that we detail here. Some of the seminal
papers in this literature are Gabaix and Laibson (2006); Ellison (2005) and Ellison and
Wolitzky (2012). Kalayci and Potters (2011) and Jin et al. (2022) obtain outcomes of agents
actively engaging in obfuscation, but in a laboratory environment. Ben-Shahar and Schneider
(2014) extensively describe the possible problems with disclosure policies. More recently,
De Clippel and Rozen (2025) created and empirically tested a model of communication
in which obfuscation intensity is endogenous and may appear in settings with mandatory
disclosure. They add strategic inference from the agent, i.e., the agent sees obfuscating
behavior as a signal and draws inference from that. Nocke and Rey (2024) shows that firms
can benefit from limiting the information available to consumers. We see our model as a
bridge between persuasion and strategic obfuscation. Our results show when full obfuscation
is feasible, and describe the possible outcomes when the firm does not have strategic concerns

about obfuscation.?

9n the sense that the cost of information is chosen before the firm knows the state.



2 The 2x2 Model

In this section, we focus our attention on a simplified class of problems in which there are two
states, two actions, and the firm has state-independent preferences. This allows us to quickly
explain how the model works and more directly introduce our main results. We generalize
our model in Section 4.

There are two players, the firm (it) and the consumer (she). The consumer must choose an
action a; from the set A = {ay,ar}. The set of payoff relevant states of nature is Q = {wpy, wr}
and the realization of a state w; € Q is drawn from a distribution po € int(A(€2)), the prior,
known by both individuals.!® In this simplified case with two states, we abuse notation and
identify a belief € A() by its corresponding probability that the state is wy, i.e., with the
number p = p(wy) € [0, 1].

The consumer and firm have material utility functions u : A x Q@ - Randv: A — R,
respectively. We let a*(p) = argmax,., E,[u(a,w)] represent the set of actions that the
consumer may take given a belief u € A(£2). We break ties in favor of the firm as this helps
ensure that a solution to the firm’s problem exists.!! We further assume that wu(a;,w;) >
u(a_;,w;) for i € {H, L}, so no action is optimal for the consumer in both states. Finally,
to ensure that full obfuscation is possible (as we discuss in Section 4), we assume that the
consumer is not indifferent between the two actions at the prior, so a*(pg) is a singleton. In

the 2 x 2 case, there is only one such belief of indifference, which is given by

u(ar,wr) —u(am,wr)
u(CLH,wH) — U(aH,wL) + U(CLL,WL) _ U((ZL,wH)' (1)

Hind =

The consumer may purchase a signal structure (or Blackwell experiment) 7 that consists of

the set A of signals - that can be seen as recommended actions, - and a family of distributions

0We denote by A(£2) the space of all probability distributions on €2, and by int(X) the interior of set X.
We endow RM with the Lebesgue measure.

"This is a common assumption in the literature (Kamenica and Gentzkow, 2011). However, the implication
of this assumption in our model is two-fold: when the consumer is indifferent between different distributions
of posteriors, she chooses the one favored by the firm; in addition, if at an induced posterior the consumer is
indifferent between any two actions, she chooses again the one favored by the firm.



{7(-|w)}oeq over A.1? Instead of working with the experiment , it will be convenient to
work directly with the corresponding induced distribution of posteriors 7 (Kamenica and
Gentzkow, 2011), which we will do moving forward.

The consumer is rationally inattentive and incurs an information cost given by

where H : A(2) — R is the Shannon Entropy (Shannon, 1948) given by

H(p) = —pIn(p) = (1 = p) In(1 — p).

and A € R, is the marginal cost of information. We assume that the firm chooses the value of A;
it is the only parameter the firm has control over, and it is the only way it can persuade the
consumer to take a certain action. As we mentioned in the introduction, this can be thought
of as the firm hindering or easing the process for the consumer to gather new information.

Entropy can be interpreted as a measure of uncertainty, so the cost function charges for
how much uncertainty the signal reduces.'®> There are two ways a signal can have zero cost: if
the firm sets A = 0 and “reveals the state”, or if the consumer chooses an uninformative signal
so that the posterior equals the prior and there is no change in entropy, i.e., the uncertainty
is not reduced.

For a given cost A, the consumer chooses 7, and a signal a; € A is realized, leading to a
posterior u% € A(2). Since the consumer knows the conditional probability of seeing the
signal realization in each of the possible states of the world, she updates her beliefs to the
posterior ;% according to Bayes’ rule.!® She then takes an action a;, and utilities u(a;,w)

and v(a;) are realized (given that the state is w).

12With rational inattention, it is without loss of generality to consider the signal realization set to be A
and treat the signal realization as a recommended action. If more than one signal induces the same action,
the consumer pays for information not being used (c.f. Matéjka and McKay (2015)).

13For beliefs in the boundary of A(Q), we let 0 - In(0) = lim,_,o+ - Inx = 0.

Y1f q; is chosen with positive probability, and 7(a;|w) denotes the conditional probability P(a;|w) for a



An increase in A makes information more expensive and impacts the consumer’s probability
of taking a certain action. The firm will therefore choose the value of \ that maximizes the
odds of its favorite action being played. Note that when the firm chooses A, it does not know
the true state of the world yet. Thus, this setting is more suited to applications in which
there is uncertainty on both sides: think of a new firm interacting with a possible consumer

for the first time.!®

2.1 The consumer’s Rational Inattention Problem

Since the firm has to anticipate what the consumer will do given a value of )\, it is important
to first understand how the consumer will optimally choose to learn. After receiving an action
recommendation a;, Bayesian updating leads to a posterior ;% and the consumer chooses a;.
Two opposing forces are in play: the consumer wants to learn the state of nature to choose
the best possible action; the consumer wants to avoid learning costs. In what follows, let

U(p) = Eyopu(a* (i), w)] be the indirect utility for a belief 1 € A(€2).

Definition 1. For given ug and X\ € R, the consumer’s Rational Inattention Problem is

Teg&}fm)ET (U ()] = MH (o) — B [H (1™)]), (4)

s.t. B [u®] = po-

The restriction is the usual requirement of Bayes Plausibility. We denote by 7, the solution to

(4) for a given A, which identifies the posteriors and the probability that each action is taken.

given signal 7,

aif oy T(aiw)po(w)
H) S mlailwy)po(w;) ¥

15Tn a similar fashion, Li and Shi (2017) provides a model in which a seller can allow the buyer to obtain
more information about the valuation of a good. Neither the seller nor the buyer have previous perfect
information about the valuation.

10



2.1.1 Solving the consumer’s Problem

In this section, we go straight to describing a functional form of the solution to the consumer’s
problem based on the characterization from Caplin et al. (2019). We hold on to the details until
we go over this solution more explicitly in Section 4, where we also look at the comparative
statics for A\ and discuss when obfuscation is possible.

The characterization of Caplin et al. (2019)!6 allows us to find the posteriors that are
reached following a given signal realization for any value of A (see Lemma 3). With the
posteriors in hand, we then find 7, through Bayes’ plausibility. In the 2 x 2 case, we can
simplify the characterization of the solution from Caplin et al. (2019) by using the following

auxiliary functions:!7

W) = L e ®
= exp(“(aH,wH);u(aL,wH)) _ exp(u(aHML);“(aLML))’

B 1— e$p<u(aL,wL)—u(aH,wL))

A()) = ; | ()

ulap,wg)—u(ag,wm) u(arp,wr)—u(ag,wr) )

exp( X ) - 637])( X

For a given A, u()) and 7i()\) represent the threshold beliefs for which actions ay, and ag,
respectively, are taken with probability 1,'® which we illustrate for simplicity in Figure 1. To
understand how these thresholds characterize the solution to the consumer’s problem for a
value of A\, we can go case by case.

If (i) uo € [0, 1(N)), the cost of obtaining more information outweighs the benefits of
learning - she knows enough, - and the consumer prefers to purchase a non-informative
signal that costs 0. Therefore, the posterior is equal to the prior. Since uy € [0, (M),
acting according to the prior means choosing a; with probability 1 (remember that pug
is the probability that the state is H, so the closer pg is to 0, the more likely it is that

action ay, is optimal). Analogously, if (ii) ug € (f(A), 1], the consumer acquires a completely

16To give an intuition, the characterization comes from applying the KKT conditions to Equation (4).
Maté&jka and McKay (2015) and Ravid (2020) also discuss how to solve this problem.

"The exponential function arises from the use of the Entropy as a cost function.

18For more details see Caplin et al. (2019); Matyskova and Montes (2023) and Section 4 in this paper.

11



non-informative signal, but now she always chooses ay. If, however, (iii) po € [u()), Z(N)],
then it is profitable to acquire new information. The consumer will choose a distribution of
posteriors with support p* = p(X) and p* = fi(A). Thus, if the recommended action is ar,
the induced posterior will be H()‘) and she chooses ay; if the realization is ay the posterior
will be fi(A) and she chooses ay, so both actions are chosen with a positive probability.

Chooses action according to
signal realization

A

r )
l ] l ]
1 T 1 I
0 p(2) fi) 1
Always chooses Always chooses
a ay

Figure 1: How the functions 1 and 7z define the choice by the consumer for a given A depending

on where the prior is in the [0, 1] interval.

To see how the firm will choose A is then sufficient to understand how the thresholds ()
and i(A) change with A. To ensure continuity, we define

w#(0) = lim p(X) =0, and z(0) = lim 7(\) = 1.

A—=0t — A—0F

We get these limits since u(a;, w—;) —u(a;, w;) < 0 and u(a;, w;) —u(a_;,w;) > 0. By calculating

the limit when A — oo, we get

lim () = lim () = il we) = wlar, i) = s (D)

A—so0 — A—00 u(ag,wy) —ulag,wr) + ulap,wr) — ulap, wy

When A = 0, the thresholds are in the extremities 0 and 1; as A increases, they move toward
lhing In the interior. As a consequence of these properties, we also have that p;,q € M()\), ﬁ(/\)}
for all A € [0, 00). This makes sense: as A grows and new information becomes more expensive,
the regions for which buying new information is beneficial diminish. At the limit, only when
the consumer is very unsure (ug close to fi;,4) will she buy any information - a fact we discuss

in more detail in Section 4. Finally, we highlight that ;1 / 7z are strictly increasing/decreasing

12



respectively!® and continuous.? Figure 2 illustrates how the threshold beliefs p and @ change

with A in an example where ;4.

Threshold Beliefs

—u — R Hindf

1.20

1.00 —_

080

0.60 e

0.40

0.20

0.00

Figure 2: The value of 1z and p as a function of lambda when ji;,4 = 0.5.

2.2 The Firm’s Problem

Now that we know how the consumer will react to the cost of information, we are better
equipped to understand how the firm’s utility changes with A, which in turn lets us predict
how much the firm will choose to obfuscate. We define the firm’s indirect expected utility
given a belief i as V(p) = E,[v(a*(1))]. Anticipating the optimal choice 7, by the consumer
(which is unique in the 2 x 2 case), we can define the firm’s indirect expected utility from
obfuscation as V() = E,, [V (u%)]. We use the prior as an index to highlight that, because
of Bayes’ Plausibility, it affects the optimal choice of .

Intuitively, the firm will choose a A that maximizes the probability that its favorite actions
are played. For instance, if the firm agrees with the consumer in every state, it will choose

A = 0; if the firm wants to maximize the chance of mistakes, it will choose full obfuscation.

For more details, see Matyskova and Montes (2023). We can also check that the derivative is always
positive/negative.

20Continuity is ensured because both p(-) and Ji(-) are composites of exponential functions, which are
continuous. B

13



Lemma 1. In the 2 x 2 model, there exists A € R such that

/“_L(X) = Mo, Zf Ko < Hind
(8)

B(N) = po, if pto > Hind-

Proof. We first highlight three facts mentioned before: (i) u()) and 7z(A) are continuous and

strictly increasing/decreasing respectively; (ii) ©(0) =0, z(0) =1, /\lim () = )\lim () =
- —00 T — 00

ping; (iil) pto # ftina by assumption. Now, consider the case where pig < fijng. Since p is

continuous, ©(0) = 0 and /\lim (X)) = fing, by the Intermediate Value Theorem, we deduce
It I p

the existence of A € (0, 00) such that H(X) = lLing- The case where g > ;g is analogous. [

We formalize this result for multiple states and actions in Section 4. If A = 0, the
consumer acquires a fully informative signal, which we call full transparency; if A € (0, )),
then po € [u(A), 75(A)] and the consumer acquires some information, which we call partial
obfuscation; if A > X information is too expensive and the consumer plays according to the
prior, which we call full obfuscation. Tt is then clear that V,,(\) = V(1) for any A > X, so
i

.o (A) it becomes constant. Therefore, we consider that the firm chooses A € [0, A]. We are

now ready to state the firm’s problem.

Definition 2. The firm’s Obfuscation Problem is

max V,,,(\). (9)
AE0N]

Proposition 6, stated in Section 5, ensures that a solution to the firm’s problem exists as
long as 19 # fina (the proof itself is in Appendix A). For an intuition, pg # fting ensures that
exists A in R, that induces full obfuscation, so the firm maximizes an upper continuous

function over a compact set. We denote the solution to the firm’s problem by A*.

14



2.3 A Geometric Interpretation for The Firm’s Problem

Here we develop a geometric intuition for the firm’s problem and provide a functional form
for f/uo. This functional form has a similar interpretation as the concavification result in
Bayesian Persuasion (BP). Given that the consumer is subject to Bayes’ Plausibility, we can
find the value of V,,,(\) by evaluating at the prior s the line in R? that connects the points
(5N, V(1)) and (7N, V(7).

This may be more easily seen on Figure 3, where we plot the firm’s payoff when v(ag) = 1,
v(ar) =0, po = 0.75, and fipg = % Note that p;,q is the only information we need from the
consumer to define the payoffs of the firm as a function of A. The left-hand side of Figure 3
shows the split of posteriors under full-information (A = 0). Then, V,,(}) is found as the
y-coordinate of the point at the intersection of the vertical line passing through the prior and
the steep line connecting (p(A), V(1)) and (zi(A), V(7). On the right side of Figure 3 we see
what happens when a non-informative signal is acquired (A = X). The posterior will equal
the prior, and we can find Vuo (A) by looking at the y-coordinate of the intersection between

the vertical line crossing the prior and the step function V(u).

1.2 A =0 (Full information) 1.2 A->00
1.0 10 f=======-=--- -
V,

£ 08 £ 08 ge
9] 9]
> >
£ 06 £ 06
E 04 E 04
(7' w

0.2 0.2

0.0 0.0

0% 20% 40% 60% 80% 100% 0% 20% 40% 60% 80% 100%
Belief the state is oy Belief the state is oy

Figure 3: Left: the expected payoff of full information is at the intersection of the steep line
with the vertical line of the prior. Right: the posterior is equal to the prior with no new
information. In both cases, we set v(ay) =1, v(ay) = 0, po = 0.75, and pipg = %

To illustrate the dynamics of how ‘7“0 changes with A, consider Figure 4. An increase in
A moves the beliefs p and 7z closer to jiing. The value of VHO then changes as the intersection

of the vertical prior line with the line segment connecting V' evaluated at the posteriors
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moves up or down. At the top row of Figure 4, the value of f/m) is monotonically increasing

as the point of intersection goes up. In the middle row, we have an example where Vuo is

monotonically decreasing as the point of intersection goes down. At the bottom row, f/uo

changes non-monotonically: it increases a bit at first, but after a point it decreases with .
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Figure 4: Dynamics of an increase in A on the firm’s payoff when f/uo is increasing (top row);
decreasing (middle row); non-monotonic (bottom row). We set v(ay) =1 and v(ay) =0 in
all cases. In the top row: pg = 0.75, fting = 0.5. In the middle row: g = 0.25, pt,9 = 0.5. In
the bottom row: g = 0.25, g = 1/3.

Define O = [0, \] and, to ease notation, let m(-) be given by?!

m(A) :

V(p(\) = V(EN)

#(A) = 7(A)

21 The function m(-) gives us the tangent of the steep line connecting points (A, Vi, (()) and (X, Voo (A(N)).
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The functional form for f/uo is thus

N m(A)(po — p(A) + V(p(N) if A € O,
Vio(A) = (10)

V(1o), otherwise.

Note that m(X)(po — p(A) + V(u(X)) = V(uo) and so V., is continuous. Indeed, finding

A, and therefore O, is just a matter of discovering the unique A that satisfies

m(A) (o — p(N) + V(p(N) = V(po)-

3 Transparency, Obfuscation, and Partial Obfuscation

In this section, we aim to predict the level of obfuscation resulting from the interaction
between the consumer and the firm. This matters if we care about the consumer’s welfare,
which is decreasing in the marginal cost of information as mistakes become more prevalent.
There is also a sense of efficiency when decisions are made with perfect information. Therefore,
understanding the incentives to obfuscate may lead researchers and policy-makers to a better
understanding of which policies are more conducive to full transparency.

There are three possibilities: (i) full transparency - in which the consumer fully learns
the state of the world; (ii) full obfuscation - in which the consumer chooses a completely
uninformative experiment; (iii) partial obfuscation - in which the consumer acquires an
informative signal, but still makes mistakes with positive probability. The following provides

a formal definition, which we carry on to the model with multiple actions and states.
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Definition 3. The firm’s obfuscation problem admits a partial obfuscation solution if neither
A =0 nor A = X solves the firm’s optimization problem. Otherwise, the equilibrium lies on the

boundary, and we refer to it as a boundary obfuscation solution, which can take two forms:
(i) full transparency, when the optimal choice is A = 0;
(ii) full obfuscation, when the optimal choice is X = .

We begin by providing a sufficient condition for a problem to have a boundary obfuscation
solution, which can be determined by examining the shape of the firm’s indirect utility

function V.

Proposition 1. Given a Firm’s Problem, the following holds:
(1) if V is concave, then f/uo 1S 1ncreasing i A;
(i1) if V' is convex, then VMO is decreasing in .

The result applies even when the firm has state-dependent preferences. The intuition
follows directly from Jensen’s inequality. When the firm’s indirect utility V' (u) is concave,
the expected value of V' under any distribution of posteriors is below V(ug). In other words,
allowing the consumer to learn, thereby spreading her beliefs around the prior, reduces the
firm’s expected payoff. The firm therefore prefers higher information costs and less learning.
Conversely, if V' is convex, the inequality reverses: the firm’s expected payoff increases when
the consumer becomes better informed, so it favors transparency.

Does partial obfuscation ever occur? At first sight, one might expect only boundary
outcomes in the binary environment: with two states and two actions, the firm should either
choose full transparency (A\* = 0) or full obfuscation (A\* = ). Yet the model shows that
partial obfuscation can emerge even in this simple setting and under fairly general conditions.
This case is particularly relevant in real-world situations where frictions or additional costs

influence the firm’s choice of \.??2 We illustrate this with an example.

22The version of the model with an explicit cost of obfuscation is detailed in Appendix C.
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Example 1 (Online T-shirt Market). Consider an online market for T-shirts. We will interpret
setting A = 0 as the seller sending the T-shirt for free to the consumer, who can try it for a
week. If the consumer likes it, she pays the seller; if not, she gets a free return. Consider now
a researcher studying this market who wrongfully believes that only boundary obfuscation is
possible. If the researcher observes an online retailer that emails promotional material with
pictures and sizes of the T-shirts it sells, it would signal to the researcher that the retailer
is going out of its way to make it easier for the consumer to get better information. In a
“boundary obfuscation only” world, this would therefore signal that the retailer would prefer
to set A = 0 (send the T-shirts for free for the consumer to try), but chooses not to due to
unobservable costs, for instance, logistics. The researcher could then conclude that imposing
a policy of free returns on online sales may be inefficient, as the firm would do it if it could
afford it.

If, however, the firm was optimally choosing partial obfuscation, it is possible that the
seller was purposely avoiding the free returns to prevent the consumer from acquiring too much
information, and the researcher’s conclusion about the free returns policy being inefficient

would be invalid. O

Partial obfuscation appears when f/ﬂo is non-monotonic. The prevalence of examples of
partial obfuscation abounds: costs of add-ons, which are not completely hidden but may
be in fine print; a firm that reveals the attributes of a mobile phone and allows consumers
to compare different models but includes dozens of features to be checked, and so on. In
addition, when a firm wants to induce full obfuscation, but that is prohibitively costly, it
may choose to stop at partial obfuscation. Our base model shows that partial obfuscation is
more general: even absent obfuscation costs, partial obfuscation may be optimal.

Our main result for this section, Theorem 1, provides a characterization of cases of partial
obfuscation. Our main example, presented in Appendix B.1, details the case of a firm trying
to induce the consumer to buy a product that may be good or bad. Before going into the

theorem itself, we state the following result, which will prove useful.

19



Lemma 2. If the consumer has Symmetric Preferences (i.e., fina = %), then we have a

boundary obfuscation solution.

In such scenarios, the firm chooses a boundary solution for any prior. Appendix A gives a
detailed proof, but the main idea is that, in this environment, any increase in A will always
result in symmetric movements by p and . Since V' is a step function when the firm has
state-independent preferences, the resulting f/#o will be monotonic. This result provides some

insight into how the consumer optimally learns based on the belief of indifference, given

u(ar,wr)—u(ag,wr)
u(ag,wg)—u(ag,wr)+u(ar,wr)—ular,wmg)

by the ratio , which in some sense can be thought of as the
ratio of the stakes of each state. If the stakes are the same in both states, then the consumer
will learn about both states equally. But if one state has higher stakes, say wy, she will want
to be more certain that she is in state wy when it happens to avoid the costlier mistakes,
even if it means choosing the wrong action more often when w; happens instead.?

From this result, we get the motivation for looking into the consumer from the perspective

of the belief that makes her indifferent between the two actions.

Definition 4. We say that we have a skeptical consumer if:

and

N

(i) The firm’s payoff is higher under action ay, the indifference belief is lower than

the initial prior is even lower, i.e., v(ay) > v(ay), with py < pipa < 1/2; or

and

N =

(ii) The firm’s payoff is higher under action ay, the indifference belief is higher than

the initial prior is even higher, i.e., v(ag) < v(ar), with po > fing > 1/2.

We have a skeptical consumer whenever there is a large range of beliefs for which the
optimal action of the firm coincides with the consumer’s optimal action and yet the consumer
has such an extreme prior belief that her optimal action under the prior is different from the
firm‘s optimal action. Another way to interpret such agent is one in which even a low (high)

belief would be sufficient to convince her to take the action that is optimal for the firm, but

2Brown and Jeon (2024) provides empirical evidence of such behavior. They document that, when
faced with choosing between different types of health insurance, patients with a higher likelihood of needing
insurance tend to acquire more information about the insurance plans before making a decision.
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her belief is even lower (higher) than this already low (high) threshold. The above definition

helps us get to the main result for this section.

Theorem 1. Given a Firm’s Obfuscation Problem,
(i) we have a Partial Obfuscation solution if, and only if, we have a Skeptical consumer;

(ii) we have a Full Obfuscation solution if, and only if, we have Agreement at the Prior, i.e.

a*(jo) = arg max, ¢ 4 v(a:);
(iii) otherwise, we have a Full Transparency solution.

The proof for the theorem can be found in Appendix A. For part (i), we first prove that
skeptical consumer indeed yields Partial Obfuscation, then we proceed to show that all other
possible cases result in Boundary Obfuscation. Part (ii) shows that the full obfuscation
happens if, and only if, absent new information, the consumer would choose the firm’s
preferred action. Full transparency encompasses all the remaining cases.

Note that state-independent preferences are not necessary for partial obfuscation to occur.
We illustrate this in another application in Appendix B.2 where the firm is a monopolist who
wants to deter the entry of a possible competitor in the market.

Leveraging the results from Theorem 1, we can shed some light on policy implications that
seek to improve the consumer’s welfare by inducing full transparency. The next result can
help us see how. Let uj € R be the consumer’s expected payoft if the firm were to set A = 0.

This is the highest payoff the consumer can achieve as it is the full information payoff.?*

Theorem 2. Assume we do not have Full Transparency. Then, there exists a number € > 0
and an i € {H, L} such that reducing u(a;,w—;) by at least €, induces a full information

equilibrium (the firm sets \* = 0) that achieves uf.

It may at first be counterintuitive that strictly reducing the consumer’s payoff from an

action in a state can improve the consumer’s equilibrium welfare. We are effectively increasing

24We have that u = pou(am,wr) + (1 — po)ular,wr).
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the costs of mistakes. However, the intuition is straightforward: increasing the costs of
mistakes ensures that the consumer will only buy when she has enough information, leaving
the firm no choice but to reduce \. Moreover, the high cost of a mistake has no direct impact
on welfare because under the induced full information, the consumer never makes a mistake.

Applying Theorem 2 only requires knowing things that are common knowledge: payoffs
and the prior. It does not require experimentation on the part of the policy-maker and still
leaves learning in the hands of the consumer. It is a useful example to see that understanding
the payoff structure and obfuscation incentives is vital when examining policies aimed at
improving the consumer’s welfare.

Before moving forward, one might wonder if we could use a First Order Condition to

study the optimal value of A for the firm. Indeed, that can be done.

Proposition 2. Given a firm’s Obfuscation Problem, there exists at most one unique \* €
By AV (N)
(0,A) such that === = 0.

" . . . . Y . AVuy (N A
Proposition 2 implies two things. First, any A € (0, A) that satisfies —“3-~ = 0 is not only

a local minimum /maximum, but a global minimum /maximum. Therefore, we have Partial

Wi (1)

o= =0. To see if the candidate

Obfuscation only if there exists a A* € (0, \) such that
A* is a global minimum instead of a global maximum, it suffices to check if V,,,(\*) > V,,,(0).
Second, it implies that a Partial Obfuscation solution to the firm’s problem is unique.

Since the functional form of V,,, is rather convoluted - and its derivative even more so - it

may be quite impractical to check the FOC.?5 On the other hand, checking for a Skeptical

consumer takes very little effort.

3.1 Comparison to Communication Games

It is natural to ask how our model compares to other communication models. In particular,

how it compares to the canonical models of Bayesian Persuasion (Kamenica and Gentzkow

250ne could also check the SOC to separate between the minimum and maximum, but higher order
derivatives of V,,, are even more complicated.
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(2011)) and Cheap Talk (Crawford and Sobel (1982)). In a standard Bayesian Persuasion
problem, the sender can choose any feasible information structure to influence the receiver’s
beliefs and actions. This gives the sender the highest possible expected payoff, which acts as
an upper bound for any other model where the sender influences information.

Our strategic obfuscation model imposes a cost on the receiver for acquiring information.
This means the sender’s ability to influence the receiver is constrained by the receiver’s
willingness to pay for information. Consequently, the sender’s expected payoff in a strategic
obfuscation scenario will be weakly lower than what they could achieve in a pure Bayesian
Persuasion setting.

The comparison with Cheap Talk is more nuanced. Cheap Talk involves costless, non-
binding communication. A key difference lies in the sender’s ability to commit. In a Cheap
Talk game, the sender has no commitment power. In our strategic obfuscation model, the
sender imposes a restriction on information through the cost of acquisition. While the sender
doesn’t directly commit to a specific message, the cost structure itself shapes what information
the receiver will realistically choose to get. This gives the sender a form of indirect control or
commitment that is absent in Cheap Talk.

However, Cheap Talk also offers a type of flexibility that strategic obfuscation lacks. In a
Cheap Talk game, a sender could potentially use a wider range of communication experiments
or signals that might not be possible to replicate using the rational inattention framework
with information acquisition cost. Indeed, we show in Example 2 below that Cheap Talk can
outperform strategic obfuscation when we allow for more than 2 actions. Example 3 then

shows that it is not always the case.

Example 2. |Cheap Talk outperforming Strategic Obfuscation| There are two players, player
1 (sender or firm), and player 2 (receiver or consumer). Player 2 chooses an action from the
set A = {a,b,c,d}, which determines both players’ payoffs. The state w € {High, Low} is
drawn with prior pp = Pr(w = High). Table 1 shows the payoffs for each player (the rows

represent the state of the world).
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Table 1: Payoffs for the players.

Player 2
a b ¢ d
Player 1 | High | 1,-2{0,-1 | 1,0 0,1
Low [ 1,1 [0,09|1,0]0,-1

We can see that player 1 has state-independent preferences, but player 2 wants to know
the state of the world to choose the optimal action. Given the optimal action for player 2 at
each belief, a*(p) = argmax, 4 £,[u(x,w)], Figure 5 plots the indirect utility for Player 1,
Vi(p) = Bufo(a”(p)].

Expected Payoff for Player 1

1.2
1.0 — -
0.8
0.6
0.4
0.2
0.0

Expected Payoff

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%
Belief that the state is High

Figure 5: Expected payoffs for player 1.

Fix the prior pp = 0.4. We can now compare the outcomes under Cheap Talk and under
Strategic Obfuscation. Under Cheap Talk, we can leverage the results from Lipnowski and
Ravid (2020), and we know that there exists an equilibrium in which the sender (player 1)

induces the distribution of posteriors 7 given by

7

2
7(0.05) = o 7(0.5) = 9

which is Bayes’ Plausible and yields a payoff of 1. The strategy is to induce posteriors that fall
in the small areas where the payoff for player 1 is 1. Under Strategic Obfuscation, however, a

payoff of 1 for player 1 is not possible as there is no A € Ry such that pu(A) < 9.09% and
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fi(\) € (0.474,0.500) simultaneously. Indeed, recall that p(-) is strictly increasing while 7i(-)
is strictly decreasing and note that u(1.5) ~ 20%, while 7i(1.5) ~ 80%.

This example provides an intuition for when Cheap Talk yields a better payoff than
obfuscation. It is when the actions that yield the best payoffs for the sender/firm happen in

regions in the belief space that cannot all be reached by obfuscation simultaneously. 0

Ezxample 3. [Cheap Talk underperforming Strategic Obfuscation]
Consider now that Player 1 chooses an action from the set A = {a,b,c}, and that the

payoffs are given by Table 2.

Table 2: Payoffs for the players.

Player 2

a b ¢
Player 1 | High | 0.5,-1 | 0,0.5 | 1,1
Low | 05,1 [ 0,05 |1

The corresponding expected utility for Player 2 is plotted in Figure 6. For a prior of 40%,
a payoff of 0.5 is the maximum equilibrium payoff that a sender can get under cheap talk
(Lipnowski and Ravid, 2020). However, under SO, the firm can choose A = 0, which leads to

full information and an expected payoff of 0.7.

Expected Payoff for Player 1

1.2
1.0
0.8
0.6
0.4
0.2
0.0

Expected Payoff

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%
Belief that the state is High

Figure 6: Expected payoffs for player 1.

O
For the remainder of this section, we keep the same environment of binary actions and
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binary states of the world. Formally, let there be two players: player 1 (the firm, or the
sender) wants to induce player 2 (the consumer, or the receiver) to take a certain action. Let
Q = {wpy,wr} denote the possible states of the world, and A = {ay,ar} denote the set of
actions of player 2. Players 1 and 2 have utility functions v, u : Q x A — R respectively, and
a common prior ug € A(£2). Fixing these common objects, we can define the corresponding

Bayesian Persuasion, Cheap Talk, and Obfuscation settings.?

Definition 5. Let s be the optimal payoff for the Sender under Bayesian Persuasion; let s¢
be an equilibrium payoff for the Sender under Cheap Talk; and let s© be the optimum payoff

for the firm under Strategic Obfuscation.

With these in hand, we claim the next result.
Proposition 3. The following holds:

(i) s© < sP'. Under State-Independent Preferences for the sender/firm, s© = st if, and

only if, we have Agreement at the Prior, i.e., a*(po) C argmax, ¢4 v(a;).
(ii) Under State-Independent Preferences for the sender/firm, s < s9.

The highest outcome that the Sender can achieve under Bayesian Persuasion is an upper
bound to what can be achieved under Strategic Obfuscation. The optimal experiment under
both models will coincide only when the consumer chooses the firm-preferred action absent
new information (Agreement at the Prior). For an intuition, note that the firm can only
control the intensity of the cost of information, so we are essentially restricting the ability of
the firm to induce signal structures. The only signals the firm can induce are the ones whose
posteriors end up as p(A) and zi()) for some . In Bayesian Persuasion, however, the Sender
is free to choose any signal structure as long as it satisfies Bayes plausibility.

In a simplified setting of 2 x 2, the comparison with Cheap Talk is rather straightforward

(Cheap Talk would lead to Babbling Equilibria), but we kept the comparison in Proposition 3

26We can assume that the set of messages M for Cheap Talk is rich enough, i.e., |[M| > |A|.
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for completeness. In a more complex setting, as the previous examples show, the comparison

between Cheap Talk and SO requires a more careful eye.

4 The General Model

Here, we expand the 2 x 2 model to allow for multiple states and actions, and we let the
firm have state-dependent preferences. The rest of the setting (players, information, timing,
etc...) remains the same. Formally, the consumer (she) now chooses an action from a finite
set A ={ay,...,ay}. We denote by Q = {wy,...,wy} the finite set of payoff-relevant states
of nature, where the realization of a state is drawn from the prior distribution py € int(A(Q)),
known by both individuals.

The consumer and the firm have material utility functions u : AxQ) - Randv: AxQ — R
respectively. We let a*(p) = argmax, 4 E,[u(a,w)] represent the set of actions that the
consumer may take given a belief 1 € A(2), again breaking ties in favor of the firm. This will
help ensure that a solution to the firm’s problem exists. We restrict A to contain only actions

.27 We further assume that no

that are optimal for the consumer for at least one prior belie
two actions give the same payoffs in every state. Finally, to ensure that full obfuscation is
possible (as we will see later), we assume that there is only one optimal action at the prior,
so that a*(p) is a singleton®® (as in the 2 x 2 case). This property holds almost-everywhere
in the space of beliefs.?”

As before, the consumer buys information 7(-|w) (signal structure or Blackwell experiment)

with a cost given by the Shannon Entropy, where the marginal cost of information is

2"The consumer would never choose any other actions, and they can be removed without loss of generality.

28We could also get rid of this assumption if we assume that there is a cost to obfuscation (no matter how
small), as in the extension in Appendix C.

29To give an intuition why, think of an example with 2 states and 2 actions: the resulting belief of
indifference can be thought of as a single point in the [0, 1] interval.
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parametrized by A.3° We can again think in terms of the induced distribution of posteriors
7 € A(A(S2)). The firm chooses the value of A € R, and, for a given cost A, the consumer
chooses 7. When a signal a; is realized, she takes action a;, and utilities u(a;,w) and v(a;,w)

are realized (given that the state is w).

4.1 The consumer’s Rational Inattention Problem

Here, we go into more detail over the solution to the consumer’s problem. The statement of
the consumer’s problem is the same as given in Equation (4).

As mentioned before, we will use the characterization of the solution for the consumer’s
problem in Caplin et al. (2019), which can be called the posterior approach. However, when
we get to the firm’s problem, it will also be worth thinking of the solution in terms of
the induced action probabilities. Indeed, Matéjka and McKay (2015) show that we can
alternatively write the consumer’s problem in terms of the unconditional probabilities of
taking a certain action. More formally, it is as if the consumer selects a stochastic choice
function Py : Q@ — A(A) from a set P ={P : Q — A(A)} (Corollary 1 from Maté&jka and
McKay (2015)). For a signal 7, that induces a posterior distribution 7, the conditional
probability that an action a is taken at state w is Py(a|w) = m\(a|w), and the unconditional
probability of a is Py(a) = 20 pio(wm)ma(a|wm), so Px(a) = 7a(u®) for any action played
with positive probability. We let A(7y) = {a € A : P\(a) > 0} denote the set of actions

played with positive probability under a solution 7y.3!

309Tn the general case, the form of the Entropy function is given by

M
H(p) == plwm) n(p(wm))-

m=1

31Caplin et al. (2019) calls this the consideration set.
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4.1.1 Solving the consumer’s Problem

The solution to the consumer’s problem, for any A > 0, has been characterized in Caplin

et al. (2019), which we rewrite here for completeness.

Lemma 3. (Proposition 2, Caplin et al. (2019).) A distribution of posteriors Ty and posteriors

{p*:a € A(1\)} is a solution to the consumer’s Rational Inattention Problem (with X\ > 0)

if and only if, Y- e ary) ()1 (W) = po(w), and:

1. For any w € 2 and any a;,a; € A(Ty),

() pow) "

2. Given a;,a; € A such that a; € A(7y), and a; ¢ A(T),

D 1 (wim) exp

m=1

M (u(aj,wm) - u(auwm)> <1 (12)

A

We denote by 7),,(\) the set of solutions to the consumer’s problem for a given . Again,

let 7\ € T),,(\) denote an arbitrary solution to the consumer’s problem.

4.1.2 The Impact of the Cost of Information on the consumer’s Solution

In this section, we analyze how the solution 7, for the consumer’s Problem changes as we
vary A. To find 7, we must solve the system of equations defined by (11) and (12), which
does not provide an easy functional form. Therefore, to think about the dynamics of the

solution as A increases, it is helpful to define, for each a; € A, the set

I(ha) = {u € M) 3 plm) exp (“(“j"”“ ;“W’m)) <LV 4 } BENCEY

m=1

This set characterizes, for a given A, all prior beliefs in which buying no information and
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playing a; with probability 1 is optimal.?

We define 1(0, a;) = limy .o+ I(); a;), which has a simple characterization. Note that, as A
approaches 0, I(\; a;) only includes beliefs that put a very low probability on states in which
a; is not the optimal action. Indeed, let 2(a;) = {w € Q : u(a;,w) > u(aj,w) Vj # i} denote

the set of all states in which a; is an optimal action.
Lemma 4. We have that limy_ o+ I[(X;a;) = {p € A(Q) : supp(p) C Qa;)}-

Note that it is possible for (0, a;) = () for some i, but not all, and that if 7(0,a;) # 0, it
is contained in the boundary of A(£2) as we assume that no action is optimal at all states.

If Ay < Ay, then I(a, A1) C I(a, \2), which intuitively implies that the regions where not
learning is optimal grow (in the set inclusion sense) as information becomes more expensive.?3
Let §,, € A(A(Q2)) be the degenerate distribution of posteriors that puts probability 1 on

belief 1, and the following Proposition will help us understand the consumer’s decision when

A is large enough that pg € I();a;) for some a;.

Proposition 4. We have that 6,, € T,,(\) if and only if po € I(X;a;) for some a; € A.
Moreover, if po € int(1(X;a;)), then Ty, (N) = {d,,}-

Indeed, if po € I1(\;a;), setting pu® = uo, and 7,(u*) = 1 automatically satisfies the
sufficient and necessary conditions of the solution to the consumer’s problem. New information
is expensive, so the consumer prefers to act according to the already available information:
her prior. In the full proof, we also formalize the intuition that, at any belief u € I(\; a;),
action a; is optimal, and if u is also interior, the consumer cannot be indifferent between any
two actions at p (i.e., a*(p) = {a;}).

The main contribution of Proposition 4 lies in showing that acquiring no information is

the unique solution whenever iy is in the interior of 7(\;a;). This allows us to know the

32This set is used in Caplin et al. (2019) and Matyskova and Montes (2023) to define the (in their case,
exogenous) set of prior beliefs in which no-learning is a solution for the consumer’s problem. Our Proposition
4 shows when it is the unique solution to the consumer’s problem. We use uniqueness to guarantee that the
objective function of the firm’s problem is well behaved. We cannot restrict our attention to the conditions
for uniqueness specified in Caplin et al. (2019) Section 4 as those hold only for a fixed \.

33For a formal proof, check Proposition 3 in Matyskova and Montes (2023).
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values of the cost of information that induces no learning as a function of the utility of each
choice. When 9 € int(I(X;a;)) for some A > 0, the firm knows the consumer will take action
a; with probability 1, and we do not need to consider tie-breaking rules.?*

We are now equipped to understand how the consumer acquires information for any
A€ R,. At A =0, the consumer buys a fully informative signal, learns the true state, and
takes the optimal action (this means u* € I(a;,0) for all a; s.t. P\(a;) > 0). If instead
to & Uil(X;a;), the consumer will purchase an informative signal and follow the action
recommended by the signal realization. Lemma 3 yields the posteriors that follow a signal
realization and the unconditional probability that an action is recommended. No matter
what happens, for any A > 0, the solution 7, satisfies supp(7\) C U;1(A; a;). Finally, if A is
high enough such that and ug € int(I1(\;a;)) for some action a;, the consumer acquires a
completely uninformative signal and chooses action a; with probability 1.

The last step is to understand what happens as \ grows arbitrarily large. Surprisingly,
there are prior beliefs for which, no matter how high the marginal cost of information A
gets, the consumer will always optimally choose to acquire some information. Let C),(A) =

argmax, ¢ 4 E,[u(a;, w)] denote the set of optimal actions for the Consumer given a belief .
Proposition 5. For any p € int(A(2)), the following statements are equivalent:

(i) a*(p) is a singleton;

(i) there exists X € Ry s.t. p € int(I(\;a;)) for some a; € C,,(A).

Proposition 5 characterizes the prior beliefs for which the consumer always learns, no
matter the cost. They are exactly the beliefs in which she has more than one optimal action
available. We can see why: when she is indifferent between actions, any information, no

matter how coarse, will help break the tie. Therefore, even if A is arbitrarily large, the

34 Alternatively, there could be other “firm preferred” solutions where the consumer is indifferent between
not learning or learning even with a very high A. Given our tie-breaking rule that favors the firm, solving the
firm’s problem would be much more complicated.
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consumer can afford a cheap enough signal (by making it less informative) that is still useful.

Consequently, inducing total obfuscation is impossible in these cases, and only in these cases.

Corollary 1. Full obfuscation is possible, i.e. 6,, € T,,(N) for some X € Ry, if and only if,

a*(uo) is a singleton.

An important property of the consumer’s solution is that of Locally Invariant Posteriors
(Caplin et al., 2022): the support of the distribution of induced posteriors is the same for any
to & U;I(X;a;). The prior only affects the solution by altering the distribution of posteriors
through Bayes’ plausibility. While this is surely still true in our model when looking from the
consumer’s side - i.e., for a fixed A, - when we consider the firm, the prior has a much bigger
impact on equilibrium outcomes. As we will see in Section 4.2, two different priors, even
if both are in U;I(); a;), may lead to wildly different obfuscation levels and, consequently,

different supports for the distribution of induced posteriors.

4.2 The firm’s Problem

It may be helpful to see that we can rewrite the firm’s indirect utility function f/,m as

Vio(A) = Z Pa(ai) Y 1" (win)v(ais wm). (14)

The statement of the firm’s problem then stays the same as in Equation (9). When the firm
has state-independent preferences, we can write V,,(\) = S0 | Py(a;)v(a;).

Intuitively, the firm chooses the A that maximizes the probability its favorite actions are
played, which becomes clearer in Equation (14).

At this point, the assumption that a*(uo) is a singleton comes into play. If the firm
wants to induce full obfuscation and a*(1) is not a singleton, by Proposition 5 that would
not be possible. However, since we assume a*(p) is a singleton, there exists A such that
po € int(I(X;a;)) for some a; € A and we can then restrict the firm’s choice set to O = [0, A].

We are ready to state our next result.
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Proposition 6. The Firm’s Obfuscation Problem has a solution.

The formal proof is in Appendix A, but it follows the usual arguments. The assumption
that a* (o) is a singleton ensures that O is compact and the assumption that ties are broken

in the firm’s favor ensures that the maximizing function is upper semicontinuous.

4.3 Transparency and Obfuscation in the General Case

We begin by discussing three classes of games where we can easily determine the equilibrium
level of obfuscation. In what follows, let a}. (1) = argmazqcaE,[v(a,w)] denote the optimal
action for the firm given a belief p.

Aligned firm: argmax, c , u(a;,wn) C argmax, ., v(a;,wy,) for all w, € Q. The firm’s
utility is decreasing in A for any prior as the consumer’s mistakes are sub-optimal for the
firm. The solution is A = 0 and we have full transparency. By contraposition, obfuscation
can arise only if there exists at least one belief p in which a%.(1) # a*(u).

Totally misaligned firm: w(a;,w,) + v(a;, w,) = ¢, Ya;,wy,, where ¢ is a constant. We
essentially have a zero-sum game: the consumer’s utility is weakly decreasing in A\, while the
firm’s utility is weakly increasing. Therefore, we have full obfuscation.

Agreement at the Prior: the firm has state-independent preferences (v(a;, wy,) = v(a;) for
allm=1,..., M) and a*(uo) C argmax, ¢, v(a;). Then A = X is necessarily optimal, and
we have a full obfuscation problem. This case has been mentioned before throughout the
paper.

As a final remark, consider a paternalistic principal (for instance, when v = u), so that
the principal and the agent agree on the optimal action in every state. Lipnowski et al. (2020)
show that full disclosure is optimal if and only if there are two possible states of nature.
When the agent exhibits rational inattention, however, the principal cannot fully disclose the
state, as the agent would be unable to process all the available information. In contrast, our
model allows the principal (or firm) to effectively reduce the cost of information acquisition

to zero, making full disclosure optimal even when there are more than two states.
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4.4 Strategic Obfuscation and Consideration Sets

This section applies our general framework to a well-known example from Caplin et al. (2019,
Example 3.1) that illustrates the formation of consideration sets. The environment features a
consumer who must choose one good from a menu of N options, where exactly one option is
good and the remaining N —1 are bad. Identifying the good option requires costly information
acquisition, and we interpret this cost as being endogenously set by the firm through its
choice of . The firm has a single seller-preferred option,®® which may or may not coincide
with the consumer’s uniquely good option.

In Caplin et al. (2019), the information cost parameter \ is exogenous. Here, we make
it a firm choice variable, allowing us to study how strategic obfuscation influences which
alternatives the consumer actually considers. When A is small, learning is cheap and the
consumer examines many options; as A rises, learning becomes harder and her consideration
set shrinks. Eventually, when A is sufficiently high, she focuses only on the option with the
highest prior probability of being good and may stop learning altogether.

Formally, for a fixed A, the consideration set consists of the actions chosen with positive
probability, {a € A : P\(a) > 0}. In this example, the consumer must choose the single good
option from a menu A = {ay,...,ay} that also includes N — 1 bad options. The state space
is Q = {wy,...,wn}, where the realization of w,, indicates that a,, is the good option. The
consumer’s utility is given by u(a,w), where a is the chosen action and w the realized state of

the world. Choosing the good (bad) option yields utility ug (ug), with ug > ug. Formally,

ug, ifi=m,
u(a;, wn) =

up, otherwise.

Given the prior pg, we order the states without loss of generality so that pg(w;) > po(wis1)

for all ¢; that is, option 1 is the most likely to be good, while option N is the least likely.

35We can think of an ice cream truck in which the price for all flavors is the same, but the vanilla flavor
(the blandest) has a lower marginal cost of production.
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Theorem 1 in Caplin et al. (2019) characterizes the optimal choice for the rationally
inattentive consumer given A\, which in turn defines the corresponding consideration set. The
authors highlight the impact of A on the consideration set: if the cost is too high, some
options are never considered and the consumer learns nothing about them; even when the
optimal good is in the consideration set, the consumer makes mistakes and may choose
sub-optimally. To illustrate, Caplin et al. provide the following numerical example: let
ug = 1,ugp =0, and N = 10. Moreover, let the prior distribution over the states of the world
be po(wy) = a0.8™ 1 m =1,...,10 and o = %. Figure 7 shows how the size of the

consideration set varies with the information cost A.

=
o

Consideration Set
O L, N W b OO O N 0 ©

Figure 7: The number of options in the consideration set (vertical axis) as a function of A.
For low A, all 10 options are considered; as A increases, less and less options are considered,
until around A ~ 4.5 when only option 1 is considered and it is bought with probability 1.

When the seller-preferred option is 1, the optimal A\ induces no-learning: with no new
information, the consumer goes for the most likely best option according to her prior and
buys option 1 with probability 1. When the seller-preferred option is 10, the optimal A
induces full learning. When the firm wants to sell a product that a consumer perceives to
be bad, it wants to induce learning to increase the chances of changing her mind. Figure 8

illustrates these results.
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Option 1
1.00

0.80
0.60
0.40

Prob. being Chosen

0.20

0.00
0.0 1.0 2.0 3.0 4.0 5.0
A

Option 3
0.20

0.15
0.10

0.05

Prob. being Chosen

0.00

0.0 1.0 2.0 3.0 4.0 5.0
A

Option 10
0.04
0.03
0.03
0.02
0.02
0.01
0.01
0.00

Prob. being Chosen

0.0 1.0 2.0 3.0 4.0 5.0

Figure 8: The probability of the consumer choosing: (a) option 1, which is increasing in A;
(b) option 3, which is non-monotonic in A; (c¢) option 10, which is decreasing in .

The cases of options 1 and 10 illustrate the main forces at play. Learning promotes
experimentation and is therefore beneficial for ex-ante worse goods. At the same time, it
enlarges the consideration set and increases the likelihood that other goods are chosen. This
tradeoff generates the non-monotonic relationship between the probability that option 3
is selected and the information cost A. At first glance, one might expect the optimal A
for maximizing sales of option 3 to be just low enough to include it in the consideration

set while keeping all options ¢ > 3 excluded. Interestingly, this is not the case. The value
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A =~ 0.55 that maximizes the probability of selling option 3 induces a consideration set that
also includes options 4 and 5, as shown in Figure 7. For option 3, allowing for slightly
more experimentation—even if this means that additional goods enter the consideration
set—remains beneficial.

Two last remarks. First, if the prior was uniform (uo(a;) = 1/N for all a;), the consideration
set would remain constant and include all options for all values of A\. Proposition 5 tells us
that, in this case, the firm could not induce full obfuscation. Second, from a consumer welfare
perspective, the best case is when option 10 is seller-preferred as it induces full information
and the consumer always gets the good option.

This setup reveals how the firm’s preferred product determines its optimal degree of
obfuscation. If the firm’s favored product already enjoys a high prior probability, raising
A—and thus discouraging search—benefits the firm. In contrast, if the preferred product has
a low prior probability, the firm gains from lowering A\ to encourage information acquisition.
In some intermediate cases, the relationship between A and the probability of sale is non-
monotonic: a moderate amount of obfuscation can increase sales, but excessive obfuscation
drives the consumer to rely on her prior and ignore other options. This analysis connects

strategic obfuscation to the emergence of limited consideration and choice overload.

5 Conclusion

This paper develops a model in which a firm can induce a rationally inattentive consumer
to take particular actions by choosing the cost of processing information. The framework
endogenizes information costs and shows how persuasion can operate through the design of
learning frictions rather than through direct message transmission.

Our first contribution is to provide a theoretical foundation for why agents may rationally
shroud information. In line with empirical evidence on strategic obfuscation, we show that

the optimal degree of obfuscation is often neither zero nor extreme, but moderate: the
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firm engages in what we call partial obfuscation. We illustrate several mechanisms through
which this outcome arises—for example, asymmetries in consumer preferences—and discuss
economic settings where such behavior is likely to occur, including competition, insurance,
and politics.

Second, the model highlights the welfare consequences of obfuscation. By raising infor-
mation costs, firms can induce consumers to make mistakes, and policy interventions that
overlook these incentives may be counterproductive. Our Good or Bad Product example
illustrates how policies that appear to harm consumers in one dimension may improve welfare
by reducing firms’ incentives to obfuscate.

Finally, the paper contributes to the literature on information design by providing a
framework in which a firm influences decisions solely by controlling the consumer’s access to
information. Persuasion, in this view, concerns the design of information costs rather than
commitment to disclosure. The framework extends naturally to environments with multiple
actions and states, and offers a basis for future research on the interaction between rational

inattention and strategic communication.
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Appendix

A  Proofs

Proof of Proposition 1 Given a firm’s problem, the following holds:
(i) if V is concave, then \N/“O is increasing in \;
(ii) if V is convex, then V,,, is decreasing in \.

Proof of Proposition 1. We shall detail the proof only for the case in which V' is concave, as
the proof for V convex is analogous. First, we know that there exists A large enough such
that, for every A = X, V,,,(A\) = V(1o). As a result, we can restrict our analysis to A € [0, \].
In this interval, V,,,(A) = m(\) * o + V((A)) — m(A) * p(A). We also know that:

(i) V,, valued at a specific A € [0,)], is represented by the y-coordinate of the point
given by the intersection of the line segment connecting the points (u()), V(1()))) and
(7m(A), V(7i(N))) and the vertical line at po;

(ii) u and 7 are strictly increasing and decreasing respectively. This means that, for
0 < A < X2 <A, we have 0 < p(Ar) < p(Ae) < po < B(A2) < B(Ar) < 1, with at most

one equality for u(A2) < po < T(A2).

Thus, if we prove the general result that, for a < ¢ < pp < d < b (again, with at least one
strict inequality), and a concave function f : R, — R, where [a,b] C R, the intersection of
the line segment connecting (a, f(a)) and (b, f(b)), when evaluated at pg, has an equal or
lower value than the line segment connecting (¢, f(c)) and (d, f(d)) when evaluated at pg, we
are done. To put it simply, we are considering that [a, b] represents [1(\1), 7i(A1)] and [, d]
represents [1(Az), 71(A2)] for arbitrary A; < .

Figure 9 gives a visual representation. Points A and B represent the intersection of

different line segments. What we wish to prove is that Point B is lies at least as high as Point
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a ¢ ' d b

Figure 9: A concave function f and the intersection of the two line segments with the vertical
line at pyg.

A as Point B is the intersection of the line y = pp with the innermost line segment (which

would correspond to V,,, at a given cost \).

With basic geometry, we can write the formulas for each line segment C'1 and C?2, for

x1 € [a,b], x5 € [¢,d] as the following functions

ory (2O=1Y 1, g - (FO=1),,

C2(x,) : (W) zy + f(c) — (%) c.

Now, evaluating C'1 and C2 at ¢, we get

But since ¢ € (a,b), there exists t. € (0, 1) such that ¢ = t.b+ (1 — t.)a. We then get that

(c—a) _tcb—i—a—tca—a_t b—a_t
(b—a) b—a - b—a 7

and so:

(F0) = @) (= + Fla) = (7(6) = Fa)te + (0. (15)



Finally, since f is concave,

C2(c) = fle) = flteb+ (1 —tc)a) = tof(b) + (1 — L) fla) = (f(b) — f(a)) tc + fla) = CL(c).

The same argument can be made for the point d. Since d € (a, b), there exists ¢, € (0,1) such

that d = t4b + (1 — t4)a, and we get that:

C2(d) = f(d) = f(tab+ (1 = ta)a) = taf(b) + (1 —ta) f(a) = (f(b) = f(a))ta+ f(a) = C1(d)

And so, C'1(c) < C2(c) and C1(d) < C2(d). Since the line segments are by definition
linear, they are on the same line or they intersect at most once: C2 is never below C'1 in the
interval [c,d]. Finally, as ug € [c,d], then C2(ug) > C1(uo). As mentioned before, C2(p)
represent the value of V,,, at Ay and C'1(j) the value of V,, at A, and we get that V,, is

increasing in . O

Lemma 2 If the consumer has Symmetric Preferences (i.e., jiing = %), then we have a

boundary obfuscation solution.

Proof of Lemma 2. First, note that since the consumer’s preferences are symmetric, p(\) =
1 —7(A) for all A. This can be checked by noting that p;,q = 0.5 implies that u(ay,wy) —
u(ap,wy) = u(ar,wr) — u(ag,wr) and using substitution in Equations 5 and 6. Given that
the firm’s preferences are state-independent, for any belief © < fing, V() = V(0) and for
any belief > ing, V(1) = V(1). Assume that V(0) > V(1) (the other case follows a similar
argument). Now, fix A;, \s € O = [0, A] (as outside this interval the function is constant)
with Ay < g, and let d := po — (A1), D := Ji(A1) — po. These last variables represent the

distance between the induced posteriors and the prior.

By triangle similarity, we have

d D

V(ph)) = Vi (M) Vi (M) = V(@A)
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Since p( A1) < ftina and [i(A1) > ping, we have V(u(A1)) = V(0) and V(7(A1)) = V(1). We
can then write
d D ~ D d

V(0) — f/#o()\l) - f/ﬂo()\l) — V(1) = V(M) = mV(O) + d—i-—DV(l)' (16)

Now, let § == p(Az)—p(A1). Since consumer’s preferences are Symmetric, 7i(A\1) —7i(A2) = 9,

and we can write
D -6 d—9

Vi (A2) = ixD—2 (0) + mv(l)- (17)

d+D

But note that, by construction, § < %=, and so the following holds:

D -6 D

D.
JiD_2 d+Dp 1<

We now have two cases:

(i) D > d: This happens when g < ping. This also implies that from Equation 16
to Equation 17 we are increasing the proportion of V(0) and since we assume that
V(0) > V(1), this means that V,,(\) < V,,(A\2) and the problem has a boundary

solution as V), is increasing.

(i) d > D: This happens when pg > f;,q. This also implies that from Equation 16
to Equation 17 we are decreasing the proportion of V' (0) and since we assume that
V(0) > V(1), this means that V,,(\) > V,,(A\2) and the problem has a boundary

solution as V), is decreasing.
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Theorem 1 Given a Firm’s Obfuscation Problem,
(i) we have a Partial Obfuscation solution if, and only if, we have a Skeptical consumer;

(ii) we have a Full Obfuscation solution if, and only if, we have Agreement at the Prior, i.e.

a*(po) = argmax, ¢ 4 v(a;);
(iii) otherwise, we have a Full Transparency solution.

Proof of Theorem 1. For the proof of part (i), we start by showing sufficiency. Our goal is to
find a A that yields a higher payoff for the firm than either A = 0 or A = . We focus here on
the case in which v(ar) > v(ag), or equivalently, V(0) > V (1), as the other case follows a
symmetric argument. Then, if we have a skeptical agent, p;,q > 1/2 and pg > pting, which
implies that the consumer would choose ay if they act according to their prior. In other
words, V,,(\) = V(1).

As usual, O = [0, )], and by triangle similarity, V,,(0) = V/(0)(1 — o) + V(1) po. Given
our assumption that V'(0) > V/(1), for any A € int(O), V,,,(A) > V,,,(X). So we must check if
there exists a A in int(Q) such that V,,()\) > V,,,(0). Indeed, by triangle similarity, we have

that for any A\ € int(O),

Thus, if we find a A such that

rA) —

e ) =g
S TPVETOT)

(18)

we are done. Now, note that both y and (1—7) are positive, continuous and strictly increasing

functions with limy_,o+ £(A) = limy_o+ 1 — 7Z(\) = 0 and define ¢ := 5 f;’m, so that Equation
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(18) gives

PN =0 > g1 — ) e 15 ¢ETEA) g

P S Iy ) T4 )

Since piing > 1/2, we have that D = u(ap,wr) — u(ag,wr) > d = u(ay,wy) —u(ar, wy),
and this together with Equations (5) and (6) yields

1 -7\
Tl L1V S el LI (20)
A—0+ H()\) A—0+ H(/\)

To help us understand the mechanics of this limit, note that using the functional form for

(X)) and @A), the limit becomes

D
_ 1— L2 —d a4  -p
. 1=p(\) : e e R . exr —1ex—en
lim ———— = lim —— = lim —; 5 — = 0.
A=0t () A0t e A0t e —ex 1—en
ex—e

The final equality is a direct consequence of D > d. Therefore, we deduce the existence of
A € (0, ) small enough such that Equation 19 is satisfied, and we have a partial obfuscation

problem.
We now prove necessity by checking all possible cases we can have with state-independent

preferences. Let pjng > % We then have the following possible cases:

1. v(ag) > v(ag):

(i) po > ping: this is a skeptical agent case and it is, therefore, a partial obfuscation
problem.

(ii) o < fting: the optimum for the firm is to choose A = X given that a* () = ar.
The problem is thus of boundary obfuscation.

2. v(ag) < v(ag):

(i) pto > ping: the optimum for the firm is to choose A = X given that a* () = ag.
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The problem is thus of boundary obfuscation. Note, however, that for analogous
reasons to when we have a skeptical agent, f/uo is non-monotonic in this case. The
difference here is that the A\ that induces the lowest payoff is now interior. Indeed,

confusing “just a little” might be the worst decision for the firm.

(i) po < ping: the optimum for the firm is to choose A = 0 as in this case VMO is
decreasing in A, and so the problem is of boundary obfuscation. To see this, note
that p(\) > 1 —7()). Building on the construction for the symmetric case proof
and using Equation 16, we see that as A rises we are increasing the proportion of

V(0) = v(ag, ), which in this case we assume is the worst option.

The cases where ;g < % are analogous. Since we’ve already shown that when p;,g = %
the problem is of boundary obfuscation, the proof of part (i) is complete.
We now prove part (ii). Assume we have agreement at the prior. With a slight abuse of

notation, let @ = a* (o) represent the favorite action for the firm, and we have

Vie(N) = Px(am)v(an) + Pa(ag)v(ar) < v(a) for every .

Since we have agreement at the prior, V,,,(X) = v(a@), and X solves the firm’s problem. Now,
assume we have full obfuscation, i.e., \ is a solution to the firm’s problem. As before, assume
v(ar) > v(ag), or equivalently, that V' (0) > V(1) as the other case is analogous. Then,
{ar} = argmax, ., v(a). We need to show that {a;} = a*(po) = arg max,c 4 E,,[u(a,w)].

Since we have full obfuscation,

Vi (V) 2 Vi (\) VA € Ry
= V(o) = Viiy(A) VA € Ry
= V(o) = Ve (0) = oV (1) + (1 — 1) V(0) (21)

Since the firm has state-independent preferences, V(1) € {V(0),V (1)} for all p € A(£),
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so V(ug) € {V(0),V(1)}. As g is interior and V' (0) > V(1), Equation (21) then implies that
V(o) = V(0) = v(ar), which in turn implies that a* (1) = {ar}.

Note that the only other possible case is of full transparency, which gives us part (iii). [

Theorem 2. Assume we do not have Full Transparency. Then, there exists a number
€>0and ani € {H, L} such that reducing u(a;,w—;) by at least €, induces a full information

equilibrium (the firm sets A = 0) that achieves ug.

Proof of Theorem 2. First, assume we have a type (i) Skeptical consumer from Definition 4.
The other case is analogous. Now, define ¢ = (u(ag,wy)+u(ay,wr))— (u(ar,wr)+ular,wpy))
and note that since pi,y < %, e > 0. If we decrease u(ay,wy) by any € > ¢, Theorem 1
tells us that we no longer have a partial obfuscation problem as now fi;,q = % Thus, we
only need to check the boundary cases. If the firm sets A = A, the consumer will choose
the firm’s least favorite action, ay, with probability 1 as pg < ping. Setting A = 0 yields a
strictly better expected payoff for the firm: po(wy)v(any) + po(wr)v(ar), so it chooses full
transparency. Under full transparency, the consumer’s ex-ante expected payoff in this new
game is po(wg)u(amg, wn) + po(wr)u(ar,wr), which is the same payoff as the first-best payoff
in the original SO game.

Now, assume we have Agreement at the Prior with v(ay) > v(ar). Then, ping < po. Now,

take

Ho
1 —po

€= [u(an) — u(ar, ww)| — [u(ar, wr) — u(am,wr)] =0,

and since g > fiing, € > 0. Since the new belief of indifference is higher than pg, we do not
have either agreement at the prior, not a skeptical consumer, so we get full transparency and

the consumer’s new equilibrium payoff is ;. The case where v(ar) > v(ag) is analogous. [

Proposition 2 Given a firm’s Obfuscation Problem, there exists at most one \* € (0, \) such

Vg (V)

that o

=0.
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Proof of Proposition 2. For A € (0, ), can rewrite Equation (10) as

fo — B(A

Vol = Ly a0y

[v(ar) —v(an)] + v(an).

We assume, without loss, that v(ag) > v(ar). Considering Equations (5) and (6), we get
that
dViy(N) _ (v(am) —v(ar))

. A2 (=1 + po) (u(ap, wr)Csch? (

u(ay, wy) — U(aL,wH))

2\

u(ag,wr) — U(aL,wL))] ‘

+ pto (—u(ag, wr) +u(ar,wr)) Csch? ( )

where Csch denotes the hyperbolic cosecant. Note that the term outside the brackets is

always positive and that Csch(—xz) = —Csch(z). Rearranging the equation, we get that

AV (A)
dx

2\

1 — poulay,wn) —u(ar, wn) o (ulap,wy) —ular,ws)
Csch )
po  ular,wr) —ulag,wr) 2\

> (0 <= Csch? <u(aL’wL) _ u(aH’wL))

>

In what follows, let

2 (ular,wr)—u(amg,wr)
_CSCh( LLQ)\HL)

- Csch? ( wlapg,wg)—u(ar,why)

G(A)

2
We now go case by case.
L. u(ag,wn) —ular, wy) = u(ar, wr) — w(am,wr) (S0 fing = %) Then,

Vi (V) S0 1> LT HO
dA fo

Therefore, if g > % then ‘N/MO is strictly increasing in [0, \); if po < % it is strictly
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decreasing.3¢

2. ulag,wy)—ular,wy) > ular,wr) —u(ag,wr). In this case, we get that G(\) is strictly

decreasing for A € R, and

lim G(\) = 400, lim G(\) =

A—0 A——+o00

Therefore, by the Intermediate Value Theorem, there exists A* € R, such that M =

0. Moreover, since G(\) is strictly decreasing, A\* is unique. Since there exists at most

one such \* € Ry, then there exists at most one \* € (0,\) C R,.

3. ulayg,wn)—ulap,wy) < u(ar,wr)—u(ay,wr). In this case, we get that G () is strictly

increasing for A € R, and

lim G(Y) =0, lim () = (@) — ulaswm)”

A0 A—rFo00 (u(ap,wr) — u(ag,wr))?

4V 0(’\) < 0. We then have two cases: if (i((‘;}g ’Zf))__:((;;:f)))) >

“0 , then by the Intermediate Value Theorem, there exists A* such that 4V O(A) =0,

Therefore, for A close enough to 0,

and since G(\) is strictly increasing, A* is unique. Otherwise, L( <Oforall A € R,.

dVyy (X*)

We then get that there exists at most one A* € (0, A) such that =9

=0. O
Proposition 3 The following holds:

(i) s© < sP. Under State-Independent Preferences for the sender/firm, s© = s if, and

only if, we have Agreement at the Prior, i.c., a*(po) C argmax, ., v(a;).

(ii) Under State-Independent Preferences for the firm, s¢ < s©.

36Since we assume [g # ftind, We do not include the case where o = 5
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Proof of Proposition 3. We start by proving (i). Note that in Bayesian Persuasion, the firm

maximizes its utility by choosing a distribution of posteriors in the set

BP(po) = {1 € ADQ): DY pr() = o}
supp(T)

So, given commitment, the Sender is only restricted by Bayes plausibility. Under Strategic

Obfuscation, the firm maximizes its utility in the set

SO(no) = {7 € A(A(Q)) : IX € O with supp(r) € {TN), BN} A Y pr(p) = o}
supp(7)
We can clearly see that SO(ug) € BP(uo), and so the firm in Strategic Obfuscation cannot
do better than the Sender in Bayesian Persuasion.

For the second statement of part (i), suppose we have Agreement at the Prior, with
v(ag) > v(ag). Then, s° =V, (X) = V(o) = v(ag). Under BP, the optimal signal is fully
uninformative, so s = V(ug) = v(ag). Now, assume we do not have Agreement at the Prior.
Then, V(i) = v(ar). Under BP, the optimal split of posteriors would put positive weight on
the belief of indifference, which, as we have seen, is not reached under SO for any A € R,.
Therefore, the concavization result is not reached.

For the proof of (ii), we go back to the case of state-independent preferences for the
firm. We repeat the claims in Proposition 2, and for any belief p < pinq, V(1) = V(0) and
for any belief © > fiinq, V(@) = V(1). Assume that V(0) > V(1) (the other case follows
a similar argument). From Lipnowski and Ravid (2020), we know that an outcome (7, s)
is an equilibrium outcome if, and only if, 7 € A(A(Q)) satisfies Bayes plausibility and

5 € Nuesupp(r)V (1t). But, given the state-independent preferences, we have that VF' € 24(2)
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the following holds:

(

NuerV (1) =A{V(0)} it F' € [0, ptina],
(V)Y if F C (tinas 1],

9 muEFV(M)

NuerV (1) = 0 otherwise.
\

And so the only possible payoffs for the Sender in a Cheap Talk equilibrium are V'(0) or V'(1).
When adding Bayes Plausibility, we have one of two cases. If o < pt;nq4, the only possible
payoff is V(0), and this can be achieved under Strategic Obfuscation by setting A = \ (since
1o < Mind, the decision maker will take the optimum action for the firm if no new information
is acquired); if g9 > fting, V(1) is the only achievable payoff in equilibrium for the Sender, i.e.,
the consumer chooses the worst action for the Sender with probability 1. But in Strategic
Obfuscation the firm can always get a better payoff by setting A = 0. Since py is interior, by
fully revealing the state the optimal action for the firm is expected to be chosen with strictly

positive probability. O

The next results pertain to the more general case of the model, as described in Section 4.
The following Lemmas help understand how the comparative statics of the solution to the

consumer’s problem change as \ varies.

Lemma 4. We have that limy o+ I(\;a;) = {p € A(Q) : supp(p) C Qa;)}.

Proof of Lemma 4. Fix fi € A(€Q) such that supp(ii) C Q(a;). Then,

% o) e (u<aj,wm> . u<ai,wm>) C Y iw)en (u(aj,m ;u(w)) |

m=1 wEQ(ai)

But, for any w € Q(a;),

<U(aj7wm) - U(ai,wm))

3 < 1 for any A > 0.

exp
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Therefore, i € I(A,a;) for all A > 0, which implies i € limy_,o+ I (A, a;).
Now, fix fi € limy_,o+ I (), a;) and assume, by way of contradiction, that i ¢ {u € A() :
supp(ft) C Qa;)}. Then, there exists w,, € Q and a; € A such that fi(w,) > 0, and

w(aj, wm) > u(a;, wn). But then,

lim exp > 1. Contradiction.

A—01

(U(a]’,wm) .

— u(a, wm)>

Lemma 5. Fiza; € A and A\ > 0. Then, p € I(\,a;) = a; € a*(p).

Proof of Lemma 5. The result when A\ = 0 is immediate, so let A > 0. We prove by taking
the contrapositive. Let p € A(£2) be such that exists action a; with Z%Zl p(wm ) (u(aj, w;) —
u(a;, wj)) > 0, so that a; ¢ a*(u). To ease notation, let

u(aj,w;) — ula;, w;)

A

gr(as, a5, w;) = , and

p(x) =e", for x € R.

We then have that E,[gx(ai,aj,w;)] > 0 = @(E,lgr(ai,aj,w;)]) > 1. By Jensen’s
Inequality,
M
> nlw;) explgalai, aj,w;)) = Bulo(galai aj,w;))] = @(Bulga(as, aj,w;)]) > 1.
j=1
Therefore, ¢ 1(\;a;). O
Lemma 6. For any prior o and X > 0, the set of solutions for the consumer’s problem s

conver.

Proof of Lemma 6. Fix pg, A > 0, and the corresponding induced set of solutions to the

consumer’s problem. If the set is a singleton we are done. So let 71 and 72 be different

95



solutions, and fix a € (0,1). We define 7% € A(A(Q)) as 7°(u) = at(p) + (1 — )7 ().

Clearly,
p € supp(7?) <= (1) > 0 <= ar(u) + (1 — a)7%(p) > 0 <= [7'(u) > 0] V [7*(p) > 0],
and therefore supp(73) = supp(7') U supp(7?). We then get

ST Pt w) = >0 (o' (u®) + (1 — a)r (u?)) pt(w)

acA(T3) acA(T3)
=a Y uptw) +(1-a) > )W)
acA(rl) acA(r?)

= aio(w) + (1 — a)pp(w) (since 7' and 72 are solutions)

= pp(w) for all w.

Therefore, 73 satisfies Bayes’ plausibility. Furthermore,

a€A(r3) acA(r3)
— o ( > Ut — A (H(uo) - > Tl(u“)H(u“)))
acA(r1) acA(rl)

= a(Ex[U(u")] = A(H (o) — Epr [H ()]
+ (1= @) (B [U(u")] = A(H (no) — Er2[H(u")])

— E[U(1")] — MH(uo) — Eni [H(u®).

The last equality follows from the fact that both 7! and 72 are solutions. Therefore, 73 is
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also a solution to the consumer’s problem. O

Corollary 2. Let 7' and 72 solve the consumer’s Problem. Then, Equation (11) holds for

all a;,a; € A(Th) U A(T?).

Proof of Corollary 2. Fix a € (0,1). By Lemma 6, 73 defined by 73(u) = ar!(u)+(1—a)73(n)
for all p is also a solution. Necessity implies that Equation (11) holds for any a;,a; € A(7?) =

A(TH U A(T?). O

Proposition 4. We have that 6, € T,,,(\) if and only if o € I(\;a;) for some a; € A.
Moreover, if po € int(1(X;a;)), then T, (N) = {d,,}-

Proof of Lemma 4. That 6, € T,,(\), or equivalently, that 7\(p9) = 1 is a solution if and only
if y19 € I(A;a;) is a direct application of Lemma 3: by construction »_ . .0 Ta(po)p(w) =
po(w); then, for the necessary part, if g ¢ U;I(X; a;), it cannot satisfy (12); for the sufficiency,
to € I(X;a;) implies that Equation (12) is satisfied, and 7)(uo) = 1 implies that Equation
(11) is vacuously satisfied as A(7y\) = {a;}. Lemma 5 shows that a; is the recommended
action for the uninformative signal, and a; is chosen with probability 1.

The rest of the proof shows that the solution is unique whenever py € int(I(a, ), so
suppose this statement holds. Since pg is assumed to be interior, A > 0. Now, suppose
towards a contradiction, that there exists another solution 7 € A(2) such that 7(uy) < 1.
Therefore, there must be another action a; # a; that is recommended with positive probability

(a; € A(7)) and induces posterior u%. By Corollary 2, we must have

molw) @) e (22)
exp (u(a)i\,w)) exp (u(ai,w))

But o € int(I(X;a;)), and thus

S ) SR 2) D)

exp(u(a;, wm)/\)
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Substituting according to Equation (22), gives us

$ 1 ) SR ) A) X (1(t, 0) /)

oxp (@, o) /) exp(a(as, o)/ N)

m=1
M

= Z 1% (wy,) < 1. Contradiction.
m=1

Proposition 5. For any p € int(A(2)), the following statements are equivalent:
(i) a*(p) is a singleton;
(ii) there exists X € Ryy s.t. u € I(a;, \) for some a; € C,(A).

Proof of Proposition 5. Fix p € int(A(£2)). We begin by showing that (ii) — (7). Assume

a*(p) is a singleton, and let ¢ € {1,..., N} be such that a*(1) = {a;}. Therefore,

Z pwm)[ul(a;, wy) — u(a;, wy)] < 0 for all j # . (23)

m=1

For the rest of the proof, we fix j # ¢ and let z(m) = u(a;,w,,) — u(a;, w,,). Now, let

m = argmin,, z(m). We can rewrite Equation (23) as

S tlm)2(m) + ) () < 0 <=5 3 plio)2(m) + (1 -y u(wm)> A(m) <0

m#Em m#£Em

= Y plwn)lz(m) — 2(m)] < —=(m).

m#£m

m#m
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Take 1 # m such that z(m) > z(m).>” We then get

Y wlwm)[z(m) = 2(M)] + plwn)[2(m) — z(m)] < —=(m)

m#£m,m

i) < S ) O 2T (24)
) —=m)] 2 M ) ()
T ) T

Now take a belief v € A(€2). We then have that, for any A € R,

v eI\ a) < ) y(wm)exp(z(m)/A) < 1
= > Y(wm)exp(z(m) /) + (1 -y V(Wm)) exp(z(m)/A) <1

m#£m m#m
= 3 Aum)exp(x0m)/A) — exp(=(m)/N)] < 1 - expla(m)/)

m#£m
= > lexp(z(m)/A) — exp(2(m)/N)] + v(wn)exp(2(i) /A) — exp(2(T) /A)] < 1 — exp(z(m)/A)

m#£Em,m

) 1 —exp(z(m)/A) 3 oy lexp(z(m)/X) — exp(z(m)/A)]
= 1) < ) — oGN], 2 ) faplm/n) — e
But, note that
1 —exp(z(m)/\) o0 —z(m)
[exp(z(1)/A) — exp(z(m) /)] [2(n) — 2(m)]’

and, for any m # m,m we get,

[exp(z(m)/A) — exp(2(M) /)] Ao, [2(m) — 2(M)]
[exp(2(m)/A) — exp(z(m)/A)] [2(m) — z(m)]

3TWe know such m exists since T minimizes z(-) and we cannot have z(m) = z(m) for all m, otherwise a;
would be strictly dominated by a; in all states, which is ruled out by assumption.
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We then deduce the existence of A large enough such that

|T0 — F0| <

M-1

and, for m # m,m

)
M-1

T — Tl <

Going back to Equation (24), there exists § > 0 such that p(wim)+6 < To+3 2, m (W) Ton-

We then get
) )
p(wm) < Ty — 71 —m;%m {u(wm)Tm + = 1]
) ) )
:TO_M—l_ Z:u(wm)|:Tm+M_1:|_ ~7(1_/~L(Wm))]\4_1
m#£Em,m m#m,m
0 )
< _ _
S (TD M- 1> 2 leom) [Tm+ M- 1}

Therefore, pn € I(a;, \).
We show that (i) = (i) by taking the contrapositive. Assume a*(x) is not a singleton,
so that for two different actions a;, a; we get

u(a;, w) — u(a;,w)

A

E,[u(a,w) — u(a;,w)] =0 = E, { } —0 VA > 0.

We again denote by ¢ : R — R, the exponential function: ¢(z) = €* for any = € R.

Then, by strict Jensen’s inequality

E l@ <U(aj,aJ) - U<ai,W))} _ (Eu {U(amw) XU(aw)D _p(0) =1 WA >0,
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Therefore, p ¢ I(a, \) for any a € a*(p) and A > 0. By Lemma 5, u ¢ I(ay, A) for any
ap € A\ a*(p). O

Proposition 6 The firm’s Obfuscation Problem has a solution.

Proof of Proposition 6. Let T'(\) denote the set of solutions for the consumer’s problem at A.
For any A > A = inf{\ € Ry, : o € int(I(\;a;)) for some a; € A} the consumer’s unique
solution is buying a non-informative signal, so V,,(A\) = V(119) and is constant. If T'(X) is not
a singleton, breaking ties in favor of the Principle ensures upper-semicontinuity at this point.

The rest of the proof assumes A < .

By Corollary (2), we can consider a solution 7 such that A(7y) = U,epn) A(7). Fix

a; € A(my), let 2%, (\) = exp(“(aj’wm);u(ai’wm)), and we can write the inequalities that a

posterior u% must satisfy as

M
> i (wm) 2, (A) < 1 for all j # i, (25)

m=1

with equality for any j such that a; € A(7)). Now, let us define an N x M matrix ¥*(\) by
Wi () = 2,0,

a;

We can rewrite the inequalities described by Equation (25) in matrix form as W¥(\)u% < e,
where the N x 1 column vector e has all entries 1. Since 7y, is a solution to the consumer’s
problem, it must be that K > 2 equations from ¥*(\)u% < e bind.?® We then define a K x M
matrix ®/()\) formed by the K rows of U¢()\) in which the equations hold with equality and
let € be a K x 1 vector of 1s.

Now, fix an interval [A;, Ay] C [0, A] such that A(7y) does not change for any A € [\, Ag).
If K = M, we can find the corresponding solution by setting u% = ®¢(\)~'¢, which is a

continuous function of A\. Bayes’ plausibility then ensures the distribution of posteriors also

38Gince A < A, at least 2 actions must be played with positive probability.
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varies continuously, and therefore f/uo is continuous.

If K < M then there may be infinite solutions for the system of equations ®(\)u® = é.
We have two cases: (i) if M > K(M — K), the requirement of Bayes Plausibility®® pins
down the possible posteriors and we have a unique solution for the consumer’s problem. The
system of equations that bind do not change in this interval, and a similar argument as for
the K = M case follows; (ii) if M < K(M — K) there may be multiple solutions to the
consumer’s problem. In that case, we call upon the assumption that the consumer chooses
the optimal choice for the principal. This pins down 7y, and as the set of actions taken with
positive probability does not change in the interval, the binding equations do not change,
and the pinned down solution must change continuously with \. If K > M, we again have
multiple solutions for the consumer’s problem. We turn once more to the assumption that
ties are broken in favor of the firm. This pins down a solution, which changes continuously
with A as long as A(7,) does not change.

Therefore, discontinuities of f/,m must occur at values of A\* in which A(7,*) changes, or
in other words, limy_, «— A(7y) # limy_,y+ A(7)). The consumer’s problem necessarily has
multiple solutions in those cases, and breaking ties in favor of the principle ensures that VMO
is upper semicontinuous at A*.

Since we assume that a*(1) is a singleton, by Proposition 5 we know that A is finite so

O is a compact set. Therefore ‘N/NO attains a maximum in O. O

B Applications

This section provides two applications of our model, but note that many other economically
relevant contexts - insurance, politics, etc. - can be inserted in the framework. The first
example is the previously mentioned good/bad product case. The second example illustrates

that partial obfuscation can appear even under state-dependent preferences.

39The prior must be in the convex hull of the support of the solution 7y.
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B.1 A Good or Bad Product

Producer, Inc. wants to sell its product to the Customer, who may choose between two
actions: buy or not buy. The quality of the product can be either GGood or Bad when compared
to another similar product on the market (made by a different firm) that the Customer is
already familiar with. The common prior that the product is Bad is given by po € (0,1). In
accordance with our assumption, the prior is interior for both players because the Customer
is not acquainted with all the features of the product, and the Producer does not have all
the information on the Customer’s preferences yet. The prior then represents the fraction of
consumers in society that prefer the competitor’s products. One can also consider the case of
a reseller who was not present in the production process and so is unsure of the product’s
quality for the final buyer.

The Customer may conduct a private investigation to obtain more information on the
quality of the product: cost-benefit analysis, price comparison, search for online reviews, etc.
The Producer may facilitate or hinder the quest for information by selling the product in
different sizes or batches than competitors, putting the specifications in fine print, or not
including the price for add-ons.*°

We normalize the payoff to zero for both players if the Customer chooses not buy. If the
Customer chooses buy, the Customer’s payoff will be based on how much better the Product
is compared to the competitors’. If it is Good, the benefit is given by b > 0, and if it is Bad,
the payoff is given by —c, where ¢ > 0. The Producer gets a benefit of d > 0 independently
of the state of the world. The payoffs are presented in Table 3, where rows denote the state
of the world, not actions.

For a more concrete illustration, we set ug = 0.75, d = b = 2 and ¢ = 1, which gives
Wina =~ 0.667. We then get the payoffs in Table 4. Note that we have a certain asymmetry

considering the payoffs for when the Customer chooses buy. This can be interpreted as either

10Kalayci and Potters (2011) describes the ordeal of buying a mobile phone. With more than 30 listed
technical attributes (such as weight, memory size, and battery capacity), comparing options becomes an
arduous task.
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Table 3: Payoffs table for the Good or Bad Product game.

Customer
not buy | buy
Producer | Good 0,0 d, b
Bad 0,0 d,—c

the Customer not getting very angry when buying a worse product, or as there being in place
a recycling policy that returns some benefit for the Customer if they choose to recycle the
bad product.

Table 4: Payoffs table with numerical values.

Customer
not buy | buy
Producer | Good 0,0 2,2
Bad 0,0 |2,—1

Now, to solve the problem, we first plot U, the indirect utility for the Customer as a
function of the beliefs, as seen in Figure 10. The horizontal axis denotes the probability that
the state is Bad. On the right of Figure 10, it is shown the split of posteriors when A = 0. At
this value of A the Customer will acquire a fully informative signal, and thus, the posterior
will be either 1 or 0. If, on the other hand, the cost is too high, the Customer will purchase a
non-informative signal and will act according to the prior.

Since the beliefs are restricted by Bayes’ Plausibility, we can obtain the expected utilities
by looking at where the vertical line of the prior intersects with the posteriors induced by the
signal. When A = 0, have full information and the expected payoff is 0.5. When A is “too
high”, i.e., A > X\, we have full obfuscation and the expected payoff is 0.

Now that we know how the Customer will act at each belief, Figure 11 shows the expected
utility V' for the Producer. Again, on the right, we can find the expected payoffs for a given
signal at the point where the vertical line of the prior intersects the induced split of posteriors.
Under full information, the expected payoft for the Producer is 0.5; under no new information,
the expected payoff is 0. Figure 12 plots the expected utility for the Customer on the left

and the cost of information at each belief on the right (remember that AH (p) is a constant
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Figure 10: Payoffs as a function of beliefs for the Customer. The vertical line represents the
prior. Left: Curly brackets indicate the optimal action at that belief. Right: the diagonal
green line indicates the split of posteriors and resulting expected payoffs when A = 0.
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Figure 11: Payoffs as a function of A for the Producer. Right: the diagonal green line indicates
the split of posteriors for A = 0.

from the point of view of the Consumer). The sum of these two functions results in the final
objective function that the Customer will maximize.

We then can plot the function the Customer will maximize when A\ = 1 as shown in
Figure 13. The Costumer chooses a distribution of posteriors with support at p(1) = 0.335
and 7i(1) = 0.91. Since the prior is between these two values, the Customer will learn by
purchasing a signal that, when the realization is buy, updates her beliefs to x(1), and when
the realization is not buy, updates her beliefs to 7i(1), so her expected payoff is 0.11. Had
the prior fallen outside this interval, the Customer would have chosen a fully uninformative

signal and acted according to the prior. Figure 13 also shows that p()\) and zi()) indicate
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Figure 12: The Consumer’s objective function is given by the sum of the indirect utility U
(plotted on the left) and the entropy learning costs (plotted on the right). We set A = 1 and

where the concavication detaches from the Customer’s objective function.
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Figure 13: The maximizing function and its concavication for the Customer for A = 1 and

As an illustration of how A\ affects the maximizing function and the solution, Figure 14
shows on the left the maximizing function for A = 0.5, in which the solution yields a payoft of
0.243 and on the right the maximizing function for A = 2, which the solution yields a payoff
of 0.02. It is visible that on the right, the concavity of the Entropy has a higher impact on
the final function. We can also see that as ) increases, y()) and fi()\) approach fing.

Now we return to the Producer and try to understand how intermediate values of A affect
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Figure 14: Customer’s maximizing function and solution. Left: Case for A = 0.5. Right:
Case for A\ = 2.

its payoffs. Figure 15 plots the expected payoff for the case in which A = 1. The payoff now

is 0.556, higher than both the full information and no new information cases.

Producer Payoff

N
w

N
=)

=
w

Expected Payoff
-
©

o
w

0,0

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

Belief state is Worse

(1) (1)

Figure 15: Producer’s indirect utility and the chosen split for A = 1.

In fact, since we know the functional form for VMO from Equation (10), we can plot it for
the different values of \. We do this in Figure 16. Our numerical solution indicates that, at
the optimal level of obfuscation (A* & 0.75), the Producer should try to engage in partial
obfuscation. Therefore, the Producer may divulge all product specifications, but amongst
irrelevant information that the Customer has to parcel through. In equilibrium, the Customer
gets an expected utility of 0.162 while the Producer gets an expected utility of 0.556.

Now, let’s see what happens if we tweak the parameters slightly, setting ¢ = 2. The new
payoff table is shown in Table 5, and we can see that the Customer has symmetric preferences,

i.e., Mind = 0.5.

The steps to the solution in this new case are the same. We already know the behavior of
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Figure 16: Producer’s indirect utility from .

Table 5: Payoffs table with new value of c.

Customer
not buy | buy
Producer | Good 0,0 2,2
Bad 0,0 2,—2

the Customer as A increases, and we have the more general functional form of ‘N/HO as given
by Equation 10. Hence, we can plot the indirect utility for the Producer in this new context.
Figure 17 shows the result. Now, the indirect utility is actually decreasing, and the optimal
choice for the Producer is to engage in no obfuscation (A = 0), which clearly makes the
Customer better-off.
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Figure 17: Producer’s indirect utility from A for the new case in which ¢ = 2.

Indeed, let \* denote the equilibrium value of A, and we have the following expected
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payoffs in equilibrium:

(i) with uw(buy, Bad) = —1, \* ~ 0.75, the Producer has a payoff of 0.556 and the Customer

has a payoff of 0.162;

(il) with w(buy, Bad) = —2, A* = 0, and the Producer has a payoff of 0.50, while the

Customer has a payoff of 0.50.

When disregarding the strategic obfuscating behavior, it would seem that revoking the
recycling policy would only make the Customer worse. We effectively reduce the agent’s utility
in a given state with no apparent trade-off. However, this induces full transparency and,
consequently, the Customer is actually better off in equilibrium. Another way of interpreting
this is that if the consumer could commit to “hurting” themselves if they are in the Bad state,
they could also induce the firm to choose full disclosure.

In this example, the mechanism behind this phenomenon is the asymmetry in the
Customer’s payoffs and how it affects the dynamics of the problem. It implies that the
Customer’s response to higher information costs will not be symmetrical when gathering
information. When we set ¢ = 1, we make the Customer less averse to buying. As a result,
the Customer is more inclined to purchase a signal structure that recommends buy more
often, even if it leads to more mistakes. While A is still low, the Customer has enough leeway
to choose this sort of signal. The Producer takes advantage of this fact and induces the
Customer to buy more. As ) increases, however, this kind of signal becomes impracticable
because, to recommend buy more and more frequently, the signal must also recommend not
buy less and less, which requires accuracy, and that’s expensive. At a certain point, the costs
outweigh the benefits, and the Customer will be inclined to follow the prior, in which not buy
is the better option. By setting ¢ = 2, we are effectively making the Customer more “afraid of
mistakes”, and she will be less inclined to choose a signal biased towards recommending buy:

there is no space for exploiting the Customer.*! The best course of action for the Producer is

41This is an analogous result to the one in Martin (2017), albeit not in a pricing context, in which an
increase in search costs simply induces the buyer to take the outside option, which is bad for the seller.
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then full transparency to at least induce buy when the state is actually Good.

Finally, we also point out that depending on the parameters of the model, we can have a
boundary obfuscation problem. For instance, if the prior was 0.25 (instead of 0.75), Theorem
1 says that the best result is total obfuscation, or A = A\. What changed? The idea is that at
the new prior of 0.25, the default action (i.e. if the consumer plays according to the prior) is
buy. Thus, the firm (the Producer) does not want the consumer to learn anything new and

chooses \ = \.

B.2 Incumbent vs. Entrant

We now provide a 2 x 2 case obfuscation case with state-dependent preferences for both
parties that still results in a partial obfuscation problem. In the context of this example, the
economic agent that we have so far called a consumer is now an entrant firm.*?

Company Monopolistic Enterprises (MON - the incumbent) is a monopolist. Realizing
the potential for profits, Competition Group (COM - the entrant) is deciding on whether
they should make a play to enter this market and compete with MON. As a result, COM has
to choose between two possible actions: compete and not compete. The success of COM’s
endeavor hinges on how strong MON’s hold on the market is. We can interpret this as product
quality, customer loyalty, capacity for further investment, etc. We denote by Stronger the
state of the world in which MON has a good hold on the market and COM’s efforts will be
unsuccessful; and by Weaker the state of the world in which MON does not have a good hold,
and COM will be able to completely kick it off the market. The common prior*® that the
state is Weaker is 0.7.

The payoff of being a monopolist in this market is given by b > 0, while the payoff of not

entering the market is normalized to 0. Furthermore, we assume that COM has to pay a cost

42\We agree that the term consumer is not the most general when thinking of different applications. We
used it, however, because it was the more natural term for the simplest application that comes to mind: that
of a firm selling a product that may be good or bad to a consumer.

43MON may not know the state because it depends on the quality of the products that COM will bring to
the market, which is unknown. Alternatively, we can interpret this as MON committing to an obfuscation
strategy.
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of de > 0 to enter the market(for instance, investing in marketing, stores, hiring employees,
etc.). To deal with the extra competition, MON incurs a cost 0 < dy; < d¢ if COM decides
to enter.

COM would like to gather information on whether MON is indeed able to fight back or
not. Being rationally inattentive, COM must bear a cost to do so. MON can affect the cost
of obtaining information: how much they disclose in quarterly results, consumer reports, or if
they are soon to receive new investments, etc.

For a more concrete example, in Table 6 we present the payoff table for the case in which

we set b =1, do = 0.5, and dy; = 0.1. Under these values, ;g = 0.5.

Table 6: Payoffs table for Incumbent vs. Entrant.

Competition Group

Not Compete | Compete
Monopolistic | Stronger 1,0 0.9, -0.5
Enterprises | Weaker 1,0 -0.1, 0.5
COM Payoffs COM Payoffs
0,6 0,6
0,5 0,5
% 04 % 04
s T 4
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£ 02 £ 02 F
8 8
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Figure 18: Payoffs as a function of beliefs for COM. The vertical red lines indicate the prior.

Left: Curly brackets indicate the optimal action at that belief. Right: the split of posteriors
for A = 0.

For the payoff structure in Table 6, Figure 18 shows the expected payoffs for COM as
a function of the beliefs. The horizontal axis represents the belief that the state is Weaker.

Since the agent chooses the action that maximizes the expected payoff at each belief, we
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were able to plot the indirect utility U for COM. On the right side of Figure 18 we also plot
the split of posteriors under full information (A = 0) and it is straightforward that in this
case the posterior will be either at 0 or at 1 (COM will try to know the state of the world
with certainty). Given Bayes’ Plausibility, we can find the payoff for full information at the
intersection of the line connecting the value of U at the extremes and the vertical line at the
prior. In the case of no new information, the posterior equals the prior, and at the intersection
of U with the vertical line at the prior we get the expected payoff with a non-informative signal.
The payoff under full information is 0.35 and under no new information is 0.2. Analogously,
Figure 19 shows V' for MON, whose expected utility under full information is 0.23, and with

no new information, the expected payoff is 0.2.
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Figure 19: Payoffs as a function of beliefs for MON. The vertical red lines indicate the prior.
On the right, the diagonal green line indicates the split of posteriors for A = 0.

We then plot Vi7. As Figure 20 evidences, the numerical solution for the optimal \ for
MON is approximately 0.3. By setting A > 0, MON induces the competitor to enter the
market when the state is Stronger, which is better than when they compete only when the
state is Weaker. This also implies that the competitor will choose not compete when the
state is Weaker, but that is not a problem for the monopolist, as in this action the payoff
does not depend on the state. But if MON keeps increasing the value of A, CON will compete
more often, as the compete signal will appear with higher probability. After a certain point,
costs will outweigh the benefits as the monopolist expects to be at the Weaker state most of

the time (the prior is higher than 0.5). And so, in equilibrium, MON will seek to confuse
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CON, but “just a little bit”.
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Figure 20: Plot of Vo.r.

C Costly Obfuscation

In this section, we extend the model to allow for costly obfuscation and briefly discuss the
conclusions. It is important to note that it may be easier to hide or to reveal information
depending on the available technology and the status quo. Think of a couple planning where
to go out for dinner at the cheapest restaurant in the neighborhood. In the past, finding the
cheapest restaurant required making a list of local places, then calling each in turn; now, all
it requires is a quick search on Google Maps.

To allow for the fact that it may be easier or harder to withhold information, we add a
parameter \g € R, , which we call the natural marginal cost of information. Obfuscation
(or revealing) becomes costlier the further away the chosen A is from Ag. In the restaurant
example, before Google Maps was invented, we had a high \g. After Google Maps, we have a

low )\0.

Definition 6. The firm’s Costly Obfuscation Problem is

max V,,(A) — s(A — A)2. (26)

A€[0,A]
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Figure 21: The firm’s payoffs as a function of A under costly obfuscation. We set Ag = 1
and x = 0.2. There is a kink around A = 1.75 because that is the point where V,,; becomes
constant.

Here, k > 0 represents the marginal cost of pushing obfuscation away from the natural level
and ) is defined as before. It is easy to see that the existence of a solution for the costly
version is guaranteed by the existence of a solution for the original problem. We can further
remove the assumption that a*() is a singleton whenever £ > 0, and the costly version of
the problem will still always have a solution. Indeed, as long as Ao € R, setting A — oo will
never be optimal for the firm.

We can look at the impact of Ay on the equilibrium level of obfuscation. Let A* be the
solution to the firm’s problem when x = 0. The closer A is to \*, the less of an effect x has on
the equilibrium level of obfuscation. Indeed, if A* = A\, the equilibrium level of obfuscation
does not change with adding a cost of obfuscationk.

Let us look at a simple example of costly obfuscation building upon the application in
Section B.1. We will start with the payoff structure in Table 5 and the same prior of ;o = 0.75.
We know from our Theorem 1 that, with x = 0, we have a full transparency problem. Now,
let us set kK = 0.2 and A\g = 1, so both full transparency and full obfuscation are costly for
the firm. Figure 21 shows the payoffs for the firm as a function of A. We can see that we do

not get full transparency anymore (compare Figure 21 with Figure 17).
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In this example, where the firm would choose full transparency if it could, policies that
reduce xk and Ay would result in more transparency, but that is not always the case. It is easy
to see that, with costly obfuscation, inducing full transparency needs to take into account

the values of both x and )y simultaneously.
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