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Abstract 

Drawing on signaling theory, this study investigates how reputation, perceived ethics, service 

quality, and website design influence consumer trust in e-commerce, and how trust, in turn, 

shapes consumer confidence in online transactions. Using a web-based survey of online 

shoppers, the proposed relationships are intended to be tested through confirmatory factor 

analysis and structural equation modeling. The study offers an integrated framework for 

understanding how online signals help reduce information asymmetry and strengthen 

confidence in e-commerce. 

Keywords: e-commerce; signaling theory; online trust; consumer confidence; brand 

reputation; perceived ethics; service quality; website design.  

Background 

A shift towards online commerce has been witnessed globally (Jamil & Qayyum, 2023). 

Enterprises are pouring massive capital into innovation and growth (Aamir et al., 2014), 

specifically, in digital expansion, with the sector's valuation expected to reach $3.4 trillion by 

2026 (Mazhar et al., 2024). This positive trend owes largely to the numerous benefits that 

come with online commerce such as low cost and customized promotions.  In spite of these 

benefits that make online commerce superior to the brick and mortar businesses, there are 
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however, some limitations are vested into the online commerce. For example, information 

asymmetry (Smith, 2004) and ethical issues (Roman, 2010) are considered to be the major 

issues related to online commerce. Online buyers have to share the personal information in 

order to complete an online transaction, so they are faced with security and privacy issues 

(Jamil et al., 2025). They do not know how the online seller will treat with their personal 

information. To add further, customers have little certainty that the product they will receive 

will be exactly the same that has been seen and ordered online (Chih et al., 2005). In all these 

circumstances, trust has proven to be a key factor for successful buyer-seller relationships on 

online commerce (Yang et al., 2009) and consumer’s confidence in online commerce (Sun, 

2011). 

Signalling theory, presented by Spence (1973) states that when there is information 

asymmetry between the vendor and buyer, vendor emits certain signals towards the buyers in 

order to reduce information gap and develop trust. Online seller can develop numerous 

signals to foster trust among the buyers. Based on the signalling theory and deriving from 

extant studies, we present that there are four most important types of signals that online seller 

can rely upon in order to develop trust among their buyers. Among these signals are brand 

reputation, online seller ethics, service quality, and website design (Anderson &Weitz, 1992; 

Limbu et al., 2012; San-Martin & Camarero, 2012; Jamil & Qayyum, 2019). In addition, 

South Asian countries, such as Pakistan are special case for signalling and information 

asymmetry, as consumers are facing financial and economic challenges (Ishfaq et al., 2015).  

Research has shown the influence of trust on consumer’s confidence in online commerce 

(Jamil et al., 2025). But the number studies making such an endeavour are scarce (For 

example, Hongyoun Hahn & Kim, 2009; Sun, 2011; Zaman et al., 2016). Till date, none of 

these existing studies have made a holistic effort to show how various signals generate trust 
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in online consumers which ultimately leads to the development of consumer confidence in 

online setting. Recognizing that consumer’s confidence in the online commerce as an 

imperative factor in ecommerce success, we make an  addition to the existing body of 

knowledge by holistically studying the influence of various signals on trust and consumers’ 

confidence in ecommerce.  

This study makes two important contributions to the existing body of knowledge; first, based 

on signalling theory it takes four important signals which influence trust in online setting. 

Second, recognizing the importance of consumer’s confidence in online setting, it shows the 

relationship between online trust and consumer’s confidence in online commerce. 

Theory and hypotheses 

Trust is a key element in online environment (Rehman et al., 2025). It refers to the 

customer’s belief that a company will fulfil its promises and will not exploit the customer for 

its own material benefits (Ranaweera, McDougall, & Bansal, 2005). In an offline store 

environment, the products can be examined by consumers using tangible cues however this 

facility is non-existent in online store environment (Jamil & Khan, 2025). Hence the absence 

of these tangible cues create problem of information asymmetry because consumers have to 

rely only on the information available on the screen. Hence, the trust in the online sellers is 

major impediment in the growth of online commerce (Harris & Goode, 2004). In order to 

cope with this issue of information asymmetry and lack of trust, online sellers have to rely on 

various signals. 

Signalling theory states that when there is information asymmetry between the vendor and 

buyer, vendor emits certain signals towards the buyers in order to reduce information gap and 

develop trust. Various signals help the buyers to evaluate the quality of products that are 

being sold online and make better informed decisions. In the past, researchers have shown 
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how different signals such as website security and privacy policies (Belanger, Hiller, & 

Smith, 2002; Bart et al., 2005), company reputation (Anderson & Weitz, 1992; Hawes & 

Lumpkin 1986), product warranty (Emons, 1988; Tan, 1999), comprehensive and objective 

information about the product (Fiore, 2002), brand (Bart et al., 2005) and retailer website 

ethics (Limbu et al., 2012) have developed trust among the consumers.  

Figure 1 depicts the conceptual framework for this study. In the following section we discuss 

four most prevalent signals (reputation, service quality, perceived ethics, and website design) 

that online sellers use to reduce information gap and generate trust among the consumers.  

 

Figure 1: Conceptual framework 

Reputation 

Reputation of a brand is known to be a very important signal of product/service quality. To 

reduce the fatigue of information search and mitigate the perceived risk, most of the times 
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consumers rely on brand reputation (Teas & Agarwal, 2000; Nazir et al., 2025). Thus 

reputation of brand serves as an incentive within itself as it pays for the company/seller to 

have and maintain a good image of the brand. Given the absence of tangible cues and 

impersonal environment in online setting, reputation of a brand acts as an important signal of 

product quality (Jamil et al., 2024). Existing research has shown that positive reputation 

enhances goodwill and assurance of seller’s ability thus building trust among consumers (Ha, 

2004; Park & Stoel, 2005).  

Firm’s reputation provides additional information to the customer that generally leads to the 

trust. Customers tend to prefer purchasing online from the sellers who are familiar and have 

better reputation and avoid purchasing products from unknown sellers who do not have well 

established reputation (Balmer et al., 2006; ul Hassan et al., 2026). Hence we posit our first 

hypothesis that 

H1: There is a significant positive relationship between reputation and online trust. 

Service quality 

Service quality in the online context is a firm’s endeavours such as providing better delivery 

service, product warranty and detailed information about the offerings being made (Emons, 

1988; Ha & Stoel, 2009; Yoon & Kim, 2009). Customers usually believe that in case of low 

quality services, product warranty is non-existent, because it would cost more to handle 

resulting complaints from low quality services than to provide high quality services (San-

Martin & Camarero, 2012; Qayyum et al., 2025; Shah et al., 2025). Hence the trust will be 

low in this case. In order to increase trust in online setting, sellers can rely on the provision of 

better return policy (Tan, 1999; Wang et al., 2004). 
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Existing literature provides a vast evidence of the causality between service quality and trust 

in online setting (Harris and Goode, 2004; Gummerus et al., 2004; Ribbink et al., 2004; and 

Yoon and Kim, 2009). In their cross cultural study (San-Martin & Camarero, 2012)  argued, 

given that most of the website providing acceptable levels of services quality, the impact of 

services quality on trust becomes less relevant. However, this proposition of (San-Martin & 

Camarero, 2012) was for those cultures where consumers have high online shopping 

experience (i.e. Japan in this case). Those cultures where consumers have lower online 

purchasing experience, the influence of service quality on trust is still very much relevant. 

Nevertheless, Consumers in online environment are sceptical of services provided to them 

because they want to have superior online purchase experience (Singh, 2002). Hence we posit 

that 

H2: There is a significant positive relationship between service quality and online trust. 

Perceived ethics 

A substantial amount of information is needed to be shared by the consumers in order to 

complete an online transaction (Belanger et al., 2002). This sharing of information is risky 

and can negatively affect the consumer’s trust on the seller (Anderson & Srinivasan, 2003). 

Therefore, the perception of consumer that online seller is ethical may reduce the risk and 

increase the consumer trust in online seller. Yang et al. (2009) and Limbu et al. (2012) found 

that ethics of online seller are the significant predictor of trust in website. When customers 

have better information about the security and privacy policies of online seller, they show 

more tendencies to use ecommerce. Thus it pays to provide customers an easy access to the 

security and privacy policies. Ha (2004) argued that one of the key characteristics of an 

online seller is to offer clear information about its security and privacy policies as it helps a 

customer to make better decision. In a similar effort, Wang, Beatty, & Foxx (2004) found that 
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disclosing a company’s security and privacy policies help in developing relationships with 

the customers. 

Some researchers have shown that the influence of security and privacy policy on customer 

decisions is also contingent upon the prior online purchasing experience e.g. Park & Stoel 

(2005) stated that prior internet shopping experience reduces the perceived risk and results in 

online intentions to purchase. In a similar vein, San-Martin & Camarero (2012) while 

comparing the Japan and Spain, argued that the Japanese consumer’s having more prior 

purchase experience showed more confidence on the privacy and security policies of online 

sellers as compared to Spanish consumers. Furthermore, according to (Electronic Commerce 

Promotion Council of Japan, 2007), Asian consumers do not like to make payment online. 

Rather the internet buyers prefer to use alternative modes of payment such as cash on 

delivery. 

Social contract theory forms the conceptual basis for the relationship of perceived ethics and 

trust. According to this theory, a consumer assumes that the seller is ethical and share 

personal information with it (Milne et al., 1993). Breaching of this contract could harm both 

the consumer and the seller in long run. In the online context, if a seller shows ethical 

behaviours by ensuring privacy and security of buyers, it will foster trust. Moreover, recent 

studies show that consumer prefer sellers that follow inclusive and ethical practices (Qayyum 

et al., 2025). Hence we posit that 

H3: There is a significant positive relationship between perceived ethics of online seller and 

trust. 

Website Design 
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Website is a place where buyers and sellers meet and communicate in an online setting, hence 

the structure and appearance of website is vital (Bramall et al., 2004; Gummerus et al., 2004).  

A recent study suggests, when a website provides well organized and relevant information to 

the customers, a positive attitude towards the website is formed (Van Noort et al., 2008). 

Customers’ evaluate the quality of services being provided based on the website design and it 

fosters trust among the customers (Montoya-Weiss et al., 2003). 

Previous research regarding the impact of website design on trust is still inconclusive. Some 

studies have found that visual cues are more important to the customer while other stated that 

content of website is important to the customer. For example, Fogg et al. (2002) 

demonstrated that visual cues, such as images on the website are more important to the 

customers while Sinha et al. (2001) argued that visual cues are the least important 

characteristic of a website design.  

In spite of these contradictions, overall research such as (Wolfinbarger & Gilly, 2001; Lee & 

Lin, 2005; San-Martin & Camarero, 2012) has shown that website design is an imperative 

predictor of customer trust in online setting. Hence we posit our hypothesis as 

H4: There is a significant positive relationship between website design and trust. 

Trust and consumer confidence in online commerce  

Trust is a key factor that influences purchase decisions in both offline as well as online 

settings. The mechanism of trust is slightly different in online setting as compared to offline 

setting because in the online setting communication is mediated by technology rather than 

face to face interaction. Winch & Joyce (2006) stated that in the absence of trust in online 

settings, it is highly unlikely for a transaction to occur.  
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In the early days when online selling was introduced, buyers were not very much comfortable 

in purchasing products online because they were not confident about their abilities to make an 

online purchase (Eastin & LaRose, 2000; Bobbitt & Dabholkar, 2001). Under such 

circumstances, researchers moved towards the existing literature of perceived behavioural 

control to understand consumer shopping behaviours in online setting (Bobbitt & Dabholkar, 

2001; Cunningham et al., 2005). Perceived behavioural control is the ease or difficulty for a 

buyer to shop in online context and is shown to have influence on confidence to shop online.  

Past researchers have shown the influence of offline trust on the online sales. For example, Li 

& Zhang (2002) argued that once consumer develop a trust in an offline retailer, they will 

show same amount of trust in buying from the same retailer in the online setting due to 

transfer of that brand image from offline setting. Similarly Hongyoun Hahn & Kim (2009) 

found that consumer trust in offline setting is a significant predictor of consumer’s 

confidence in online purchase. In a more relevant work of online trust, Sun (2011) and Jamil 

and Khan (2025) argued the presence of a relationship between trust in online seller and 

consumer confidence in online commerce. Thus we posit that 

H5: There is a significant positive relationship between trust and consumer confidence in 

online commerce. 

Methods 

Participants and procedure 

The empirical study is based on information gathered through a questionnaire given to online 

shoppers.  Data will be collected from the internet users through web survey. Keeping in 

mind the low response rate online surveys, questionnaire will be sent to 1000 internet users 

via email. To enhance the response rate, tailored design methods (TDM) suggested by 
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Dillman (2000) are followed. First, an advance email (one week before actual survey) will be 

sent to the internet users to notify and brief them about survey. Next email will be sent to the 

respondents which will contain the link to the questionnaire and a request for participation. 

Last, a follow up email will be sent to remind the participants who have not completed the 

survey yet.  To further increase the response rate, participation in survey will give 

respondents an opportunity to win 1 in 20 participants a Flash USB drive. Edwards et al. 

(2002) and Jamil et al. (2026) suggested that the response rate is improved and participants 

feel obliged to put more effort into the survey when they are given free gifts.  

Once the respondents get to the survey page, they will be asked to recall an online seller from 

which they made a purchase in past, and in case of multiple purchases from different sellers 

they will be asked to write down their favourite seller. This methodology has been suggested 

by Chen & Teng (2013) and Jamil et al. (2025). They argued that in order to have greater 

generality of our results the respondents should not be assigned a particular product category 

or a particular online store. So in this study the respondents will be free to recall any online 

store from which they purchased a product.  Once done with initial screening and information 

the participant will be asked to fill the rest of questionnaire based on their online purchase 

experience.  

In most of the studies related to consumer behaviour on internet, researchers have shown the 

tendency to focus on young consumers and college students (Hongyoun Hahn & Kim, 2009; 

Lee, Kim, & Peng, 2012; San-Martin & Camarero, 2012; Keith et al., 2015; Jamil et al., 

2025). A couple of researcher did find that old age consumers also make a segment with 

growing internet adoption (McGann, 2004) while others found a correlation between age and 

consumer’s confidence in online commerce (Sun, 2011). For that very reason, the sample is 
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not restricted to young people or students for but in general the internet users regardless of 

their age comprise the population for this study. 

Measures 

English is the official language in Pakistan and the all the university level education is 

delivered in English. Furthermore, the websites selling online are based on English language 

platform and population for this study comprise consumers who have made an online 

purchase, it is understood that the respondents will be able to complete the survey without 

any issue. Hence no need for the translation of questionnaires into the native Urdu language 

was felt.  Responses will be gathered using 5 point Likert scale with 1 representing “Strongly 

Disagree” to 5 representing “Strongly Agree”. 

The survey consists of seven parts covering the following issues: 

1. Demographics 

2. Reputation 

3. Perceived ethics 

4. Service quality 

5. Website design 

6. Online trust 

7. Consumer’s confidence in online commerce 

Reputation: We will use two items to measure reputation developed by San-Martín & 

Camarero (2012). Respondents were asked about reputation of the company and the brand 

about which they made a purchase.  For example a sample item asked “The website brand is 

well-known”. 



12 
 

Perceived ethics: A nine-item scale is used to measure perceived ethics of online seller. 

The scale is developed by Montoya-Weiss et al. (2003); Harris & Goode (2004); Roman 

(2007). Sample items include “I do not think my details are used to be transferred to other 

companies or to send me advertising which I have not consented to” and “I feel safe when 

sending personal information”. 

Service quality: Service quality is measured using six-item scale developed by Montoya-

Weiss et al. (2003); Harris and Goode (2004). Respondents were asked about the service 

quality of online seller they did business with. A sample item included “Compliance with 

promised quality and delivery term conditions”. 

Website design: Website design is measured using four items developed by San-Martín 

& Camarero (2012) based on the items from the measure earlier developed by Christine Roy 

et al. (2000); Montoya-Weiss et al. (2003); Ranweera et al. (2005);  Yadav and Varadarajan 

(2005). 

Trust: Trust was measured using five-item scale developed by San-Martín & Camarero 

(2012) based on the items from the measure earlier developed by Christine  Roy et al. (2000); 

Harris & Goode (2004). The questions elicited the respondent’s trust in the online seller. A 

sample item included “I think the information provided on this website is true and honest”. 

Consumer confidence in online commerce: Consumer confidence in online commerce 

is measured using five-item scale developed by Eastin & LaRose (2000). The scale elicits 

consumer’s confidence while make a purchase with a particular online store. The sample 

items include “I feel confident making a purchase via this store”. 

Control variables: To provide more convincing evidence of the research hypotheses and 

to avoid the alternative explanations of our findings by reducing the error term and ultimately 
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increasing the statistical power. Previous research has shown that prior internet experience 

and prior online shopping experience tend to influence variables of interest in our study (see 

for example, (Park & Stoel, 2005). In line with the previous researches (for example, Chen & 

Teng, 2013), we will control for the prior internet experience and prior shopping experience.  

Prior internet experience is operationalized by asking the question “Average hours of internet 

usage per week” and prior online experience is based on the question “Frequency of buying 

products online”. Measures for both the variables are adopted from Chen & Teng (2013) and 

will be included in demographics section of the questionnaire.  

Statistical analyses 

First the collected responses will be evaluated inappropriate responses. A critical standard 

used by Chih et al. (2005) will be followed to ensure the overall quality of responses. 

According to this standard, those questionnaires have 10 or more items continually clicked in 

the same score will be treated as invalid.  

Next, descriptive statistics and correlations will be calculated for the data. To check for the 

internal consistency of items, alpha values will be calculated. These three mentioned analyses 

will be performed using SPSS 21. 

For hypotheses testing, AMOS 21 data will be used. First, confirmatory factor analysis (CFA) 

will be performed on data for the purpose of discriminant validity. Second, Structural 

equations modelling (SEM) will be used to test the hypotheses set forth. 

The obtained results will be discussed in the light of past studies.  
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