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Abstract 

Mobile banking is a subset of electronic banking which 

underlies not only the determinants of the banking busi-

ness but also the special conditions of mobile commerce. 

This paper analyzes customer needs and expectations 

from the mobile applications’ view and from the banking 

view in order to derive a defined set of requirements. 

Based on these results, existing mobile banking applica-

tions are assessed. Their major shortcomings are ex-

plained, opportunities for their improvement are shown 

and the impact of upcoming new technology is discussed. 

The outcome of the paper is a defined set of customer 

requirements to mobile banking applications, the identifi-

cation and assessment of four standard types of current 

mobile banking applications and an explanation of major 

failure reasons along with opportunities for their im-

provement. 

1 Introduction 

Electronic banking – the execution of financial services 
via the Internet – changed the business of retail banks 
significantly, at the same time reducing costs and increas-
ing convenience for the customer. The ever-increasing 
spread of Internet-enabled phones and personal digital 
assistants (PDA) made the transformation of banking 
applications to mobile devices a logical development of 
electronic banking. This created a new subset of elec-
tronic banking, mobile banking. According to the sweep-
ing enthusiasm that characterized much of the news re-
porting in the years 1999 and 2000 mobile banking 
should by now have been firmly established as the most 
important distribution and communication channel for 
retail banking. Reality today is a different matter though. 
Mobile banking as an established channel still seems to 
be a distant prospect. 

We define mobile banking (in the broader sense) as 
that type of execution of financial services in the course 
of which - within an electronic procedure - the customer 
uses mobile communication techniques in conjunction 
with mobile devices. As mobile devices we refer only to 
those whose use is typically mobile. Most notably, this 

restraint affects notebooks and sub notebooks, which are 
easily transportable, but whose use is typically stationary.  
The typical connection for these mobile devices up to 
now is realized through mobile communication. Most 
relevant is GSM/GPRS, also typical are comparable 2G 
standards (e.g. IS-136, IS-95) and soon will be evolving 
3G-technologies (EDGE, CDMA-2000, UMTS). We do 
not focus on WLAN scenarios. The use of a banking 
application on a laptop computer with a WLAN connec-
tion underlies the rules of electronic banking, not the 
special rules of mobile banking. 

As its superset electronic banking, mobile banking (in 
the broader sense) is divided into two main areas: 
- mobile brokerage which covers securities transactions 

via mobile devices, especially stock trading, and 
- mobile banking (in the narrower sense) which covers 

the account management via mobile devices. 
For our purposes we use the term mobile banking – if not 
otherwise indicated – in the second, the narrower sense. 
However, methodology and results of this contribution 
are, mutatis mutandis, transferable to mobile brokerage. 

In this paper we analyze customer requirements to 
mobile banking. After examining general conditions of 
mobile banking in section 2, we identify relevant mobile 
banking use cases as well as special characteristics of the 
mobile use of an application in order to derive a set of 
requirements to mobile banking applications in section 3. 
In section 4 we work up the state-of-the-art of mobile 
banking and identify four standard types of applications. 
In section 5, these are assessed according to the set of 
requirements developed before. Based on these results 
major shortcomings of today’s mobile banking applica-
tions are identified and opportunities for their improve-
ment are shown in section 6. The possible impact of up-
coming new technology is discussed in section 7. Finally, 
section 8 provides conclusions and a brief outlook to the 
future of mobile banking.  

The outcome of the paper is a defined set of require-
ments to mobile banking applications, the identification 
and assessment of four standard types of current mobile 
banking applications and an explanation of major failure 
reasons along with opportunities for their improvement. 



2 General conditions of mobile banking 

Electronic banking is one of the most successful busi-
ness-to-consumer applications in electronic commerce 
(EC). Fulfilling customers’ needs through the employ-
ment of EC’s special property of reduction of temporal 

and certain spatial limitations (using the extension of the 
theory of informational added values to EC, we refer to 
this as an electronic added value [14]), electronic banking 
significantly changed the way in which many customers 
accessed their bank account. Figure 1 shows the rele-
vance of electronic banking to the US market as an ex-
ample (as from Forrester [11]). In a number of European 
countries 30-40% of the Internet users use electronic 
banking [11]. 
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Figure 1. US households using electronic banking in mio. 

Banks greatly support this not only because they could 
meet their customers’ need for convenience but also be-
cause of the enormous economic impacts in replacing a 
high-cost channel (bank clerks) through a low-cost chan-
nel (a central web server) for simple transactions, with 
the additional benefit of eliminating the necessity for a 
media conversion. 

This coincidences with the extremely high penetration 
of mobile devices, especially phones. In the US, the pene-
tration in 2002 reached 51 mobile phones per 100 inhabi-
tants, in Japan 59 and in Western Europe even 78 (as 
from Bitcom [11]).  

Since users considered their mobile phone as a per-
sonal trusted device making it to an integral part of their 
lives and more and more of these devices became Inter-
net-enabled, the regular conclusion was the transforma-
tion of banking applications to mobile devices as the next 
step of electronic banking development. 

For mobile banking, the advantages even go much fur-
ther than for electronic banking: The high penetration of 
mobile phones reaches all social levels, mobile applica-
tions disband the limitations of electronic banking as they 
allow for a use anytime-anywhere and the subjective and 
objective security of  the device is higher than that of a 
personal computer [8]. The profit and loss account was 
also favorable: Taking the example of a German bank, a 
bank transaction via a clerk generates overall costs of 2 
US-$ while a mobile banking transaction gets along with 
15 cents. 

As several studies showed, the willingness of users to 
execute financial transactions via their mobile device was 

also high (e.g. in a survey of 16,500 German Internet 
users, more than half were favorable to do this [2]). 

Despite all of this, more than four years after the start 
of the first mobile banking applications customers simply 
do not use them and utilization figures stay very far be-
hind all expectations (e.g. [1]). Mobile banking as an 
established channel still seems to be a distant prospect. 

The reasons for this great disappointment are to be 
analyzed. Doing so in the following sections, we do not 
intend to start with current applications (which could 
mean biased) but from scratch, with an analysis of the 
customer requirements to such applications. 

3  Customer requirements for mobile bank-

ing applications 

3.1 General considerations  

A mobile banking application is, first of all, a mobile 
application. To conceptualize a mobile application, addi-
tional informational added values have to be targeted, 
using mobile added values [14]. In other words, it is far 
from sufficiency to just porting an existing Internet appli-
cation on a mobile device. Mobile applications have to be 
specifically made-to-measure on the one hand side to the 
needs and expectations of the mobile user, and on the 
other hand side to the specific restrictions of mobile 
communication techniques and mobile devices. 

In order to derive a set of requirements to mobile 
banking applications we pursue two steps: Firstly we 
identify general characteristics of the mobile use which 
are relevant. Secondly we closely watch the user and his 
context when wanting to use mobile banking. 

3.2 Characteristics of the mobile use  

The use of mobile applications underlies several specific 
restrictions. We consider five characteristics of the mo-
bile use to be particularly relevant as they greatly influ-
ence the design of mobile banking applications and the 
suitability of certain technical solutions. 

A mobile application is used via a mobile device. For 
these devices (currently either a mobile phone or a PDA), 
special limitations are valid [8]. For the mobile banking 
context, above all, these are the limited input and display 
capabilities. 

The connection is provided by a mobile network op-

erator (MNO). This is especially important if applications 
need to access certain parts of the infrastructure which are 
under control of the MNO (e.g. the SIM card). In the case 
of negotiations, these have to be pursued with all MNO 
on the designated market. 

The use of mobile data transmission is expensive. In   
the case of circuit-switched data transmission (e.g. GSM-
CSD or HSCSD) this extends to the connection time, in 



 

the case of packet-switched data transmission (e.g. 
GPRS) this extends to the transferred data volume. 

Sensitive data is transmitted. This implicates the use of 
adequate security measures. 

A disruption of the usage is possible at any time. This 
is principally already true for electronic banking as well 
(the connection may e.g. be disrupted by a breakdown of 
the transmission or of the operating system of the client 
computer) and provides a special necessity to avoid in-
complete transactions. For mobile banking, it is ex-
tremely more probable as a mobile usage causes a con-
tinuous change of conditions, e.g. through geographical 
influences or cell-handover. Thus, it is also important for 
the usability of a service: It is not acceptable for a user if 
he almost completed a transaction and his train enters a 
tunnel that he has to wait until the end of the tunnel and 
restart his transaction from the beginning (hoping the 
next tunnel is far away enough). 

It is important that the named restrictions have to be 
considered as early as possible, which means in the phase 
of conceptualization. 

3.3 Mobile banking use cases  

A mobile user has to be seen from his context when using 
the application. Needs and expectations are not generic, 
but bound to this context. 

As a typical mobile banking user, we consider some-
one who already is an electronic banking user [2], shows 
significant affinity to technology and often finds himself 
in situations where he can not (or does not want to) rely 
an infrastructure necessary for electronic banking. 

In the following, we introduce four use cases. These 
have been developed in the course of two group discus-
sions, each group consisted of mobile banking users and 
mobile commerce experts. The groups focused on identi-
fying real-life situations in which the use of mobile bank-
ing provides an informational added value [8]. The result-
ing situations have been aggregated to the use cases [3]. 
The use cases are not exhaustive, but representative: Each 
case stands for a series of cases, which are similar in the 
depth of the desired information and/or the conditions of 
the usage. For each use case we identify the most impor-
tant, concrete need that the user has in this particular 
situation. 

Use case 1: Request of account balance.  

The user is in a mobile situation (e.g. in a department 
store) and intends to know his account balance, e.g. to 
verify his account before realizing a spontaneous pur-
chase. 
Resulting need: Quick obtainment of account balance. 

Use case 2: Control of account movements. 

The user is waiting for an important cash receipt on his 
account. He intends to have the exact details of the cash 
receipt. 

Resulting need: Continuous control over movements on 
the account. 

Use case 3: Instant payment. 

The user is in a mobile situation and intends to make a 
payment by bank transfer from his account. 
Resulting need: Instant execution of a bank transfer. 

Use case 4: Administration of the account. 

The user intends to use spare time (e.g. using a train or 
waiting on the airport) to administrate his account. 
Resulting need:  
Quick and easy-to-use execution of transactions and 
administration is possible. 

3.4 Resulting requirements 

With regard to the characteristics we identified in 3.2 and 
the use cases we introduced in 3.3 we develop 15 re-
quirements to mobile banking applications which are 
explained in the following. 

The requirements can be discerned into four catego-
ries: technical, usability, design and security. We did so 
in order to later locate the problem areas of applications. 

Technical requirements: 

• The usage must be possible with both kinds of avail-

able mobile devices. This requirement is resulting 
from the characteristic that usage will be made with a 
mobile device. It should be possible for the user to 
use his preferred device, in order to benefit from its 
advantages. 

• The application should adapt to the conditions of the 

mobile device automatically. This is resulting from 
the same characteristic. The application should 
automatically detect the kind of device it is executed 
on and adapt automatically to its features. 

• The usage must be possible for customers of any 

MNO. This requirement results from the characteris-
tic that usage will be performed through the network 
of one the respective MNO. The usage must be pos-
sible for everybody, the customers of one operator 
must not be locked out. 

• The amount of the transmitted data should be as 

small as possible. This requirement results from the 
second characteristic that mobile data transmission is 
expensive. Additionally to the aspects of cost, the as-
pect of waiting time (impacting negatively on con-
venience) for the transmission is also important. 

Usability requirements: 

• The possibility to work offline with the application. 
This requirement results from the fact that mobile 
data transmission is expensive (this especially for 
circuit-switched connections) as well as from the fact 
that a disruption is possible at any time. It should be 
possible to use the application without a permanent 
connection to the bank server. 



• A simplified method of data input. This requirement 
is of special interest when a necessity is given to en-
ter higher amounts of data, thus in the use cases in-

stant payment and administration of the account. 
There should be a way to facilitate this for the user. 

• Resumption of usage at the same point after disrup-

tion. This requirement is resulting from the charac-
teristic that mobile usage can be disrupted at any 
time. In such a case the application should allow the 
user to resume his usage at same point where it was 
disrupted, without a complicated log-in procedure. 

• “One-Click”-Request of important data. This re-
quirement is resulting from the first two use cases, in 
which it is important to allow quick access to 
information. This information should be available 
with just a few “clicks”, in the ideal case with only 
one. Design requirements: 

• The possibility to personalize the application. This 
requirement can be deduced from different use cases. 
If the user gets a lot of data displayed, there should 
be a the possibility to use a personalized structure to 
view the data. 

• The possibility to scale the application. This con-
cerns the easy switch of use cases for the user, e.g. if 
he gets an unexpected account balance and wants to 
find out more details. In these cases, it should be eas-
ily possible to switch to a version of the application 
with a wider range of functions. 

• The possibility to get announcements on important 

events. In some use cases, especially in the control of 

account movements, it makes sense if the application 
could provide a push functionality. 

• A wide range of functionality, similar to the one in 

the electronic banking. This requirement is resulting 
from the last use case, where the user wants adminis-
trate his account. In order to make mobile banking a 
real alternative to electronic banking, the customer 
should find complete functions there (even if they are 
more difficult to access as they are only occasionally 
used).  

Security requirements: 

• The transmission of the data has to be encrypted. 
This is resulting from the fact that a mobile banking 
application is transmitting sensitive data. To secure 
this data, the connection must be encrypted. 

•  Before usage, access to the data must be authorized. 
This is resulting from the same characteristic. Before 
a user can access his data he has to prove that he is 
entitled to do so. 

• The authorization has to be simple. Especially in the 
first two use cases, where a quick access to the data 
is important, authorization has to be fast and simple. 

As an intermediate result we possess a set of criteria 
representing customer requirements to mobile banking 
applications. The set is shown in table 1. 

Table 1. Set of customer requirements 

Technical requirements 

Usage is possible with both kinds of devices 

Adaptation to device 

Usage regardless of network operator 

Small amount of transmitted data 

Usability requirements 

Possibility to work offline 

Simple data input method 

Resumption of usage at the same point 

„One-Click“-Request 

Design requirements 

Possibility to personalize the application 

Possibility to scale the application 

Announcement of events 

Wide range of functionality 

Security requirements 

Encrypted data transmission 

Authorization of access 

Simple Authorization 

The set is suitable to qualitatively assess a given (existing 
or prospective) application as well as to compare differ-
ent applications. The mode of operation is to simply 
check each criterion if it is fulfilled or not.  The result is a 
weak-point analysis where every point which is not ful-
filled has to be examined closer with regard to its impli-
cations. We will use the scheme in this way in section 4 
for an assessment of the four standard types of applica-
tions. 

3.5 Construction of a quantitative model 

Beyond the shown type of application, the scheme is also 
suitable to a quantitative assessment. This would take 
into consideration and carry on an important point we 
mentioned in section 3.1: the special set of needs and 
expectations. 

A typical application for the scheme could be the 
choice of the optimal type of application either for a con-
crete user or for a bank which has a concrete profile of its 
target group. Using standard OR methods, the mode of 
operation is to  
- weigh the use cases with the index j = 1 to 4 and attach 

a parameter uj to each of the use cases corresponding 
to its importance for the target group (side condition: 
all uj with j = 1 to 4 have to sum up to 1.00). 

- weigh the requirements with the index i = 1 to 15 for 
the requirement and the index j = 1 to 4 for the use 
case and attach a parameter rij to each of the require-
ments corresponding to its importance for the target 
group (side condition: all rij with i = 1 to 15 and the 
same j have to sum up to 1.00); either the require-
ments’ importance can be differentiated between the 
use cases or it can be determined equally across the use 
cases (in the latter case all rij  with the same i would 
contain the same value). 



 

- attach a parameter fij for the fulfillment to each of the 
fields in the matrix, containing “1” if the requirement i 
is fulfilled in the use case j and “0” if not. 

For each use case the fulfillment is now measured by  the 
row sum; the sum of all row sums results in the overall 
performance indicator of the assessed mobile banking 
application for the intended target group. An order of 
relevance of the requirements is measured by the column 
sum. 

In order to refine the model it would be possible to al-
low any value between 0 and 1 instead of only integers to 
fij , corresponding to its degree of fulfillment. The model 
is shown in table 2. 

Table 2. Quantitative model 

 Requ. 1 … Requ. i … Requ. n 

Use Case 1 f1.1*u1*r1.1 … fi.1*u1*ri.1 … fn.1*u1*rn.1 

Use Case 2 f1.2*u2*r1.2 … fi.2*u2*ri.2 … fn.2*u2*rn.2 
Use Case 3 f1.3*u2*r1.3 … fi.3*u2*ri.3 … fn.3*u2*rn.3 

Use Case 4 f1.4*u2*r1.4 … fi.4*u2*ri.4 … fn.4*u2*rn.4 

 
Although not in our focus and just to give an idea to the 
reader how a typical order of relevance might look, we 
depict the result of a survey among a target group of 20 
users at the University of Augsburg who were asked to 
determine the uj and the rij. The resulting order of rele-
vance is depicted in table 3.  

Table 3. Customer requirements in an order of relevance 

Rank Requirement 

1 

2 

3 

4 

5 

6 

7 

8 

9 

10 

11 

12 

13 

14 

15 

Usage regardless of network operator 

Authorization of access 

Encrypted data transmission 

Usage possible with both kinds of devices 

Simple Authorization 

Adaptation to device 

Simple data input method 

Resumption of usage at the same point 

Possibility to work offline 

Small amount of transmitted data 

„One-Click“-Request 

Possibility to scale the application 

Wide range of functionality 

Possibility to personalize the application 

Announcement of events 

 

4 Mobile banking applications 

4.1 Examined applications 

In the following, the main types of existing mobile bank-
ing applications are introduced. These build standard 
types as each of them is representative for a series of 
comparable applications. While WAP-banking and mo-
bile banking via PDA are generic, SMS-banking and 

mobile banking with SIM Toolkit use specialties of the 
GSM standard. 

4.2 WAP-banking 

The most widespread solution for mobile banking is 
based on micro-websites following the WAP standard 
(Wireless Application Protocol). The function of WAP-
banking is in many ways similar to the function of Elec-
tronic banking using http. The client sends a request and 
gets a response with page content which is stored on or 
dynamically generated by a standard web server. The 
main difference is in the usage of a WAP gateway for the 
conversion of the protocols. At banks must be considered 
that very sensitive data is processed. While a normal 
content provider doesn’t has to observe special security 
precautions, and in some cases can even use the services 
of extern providers, a has to secure its web server and 
WAP Gateway specially against unauthorized access. 
This is especially necessary because of the fact that inside 
the WAP Gateway the encryption protocol is converted 
from SSL/TLS to WTLS with the effect that data is not 
encrypted while it is processed. While authentication is 
assured via a PIN (personal identification number) of the 
user, authorization for transactions is realized via transac-
tion numbers (TAN). This concept, known from the elec-
tronic banking,  forces the user to carry a TAN list with 
him in order to make transactions. 

4.3 SMS-banking 

The Short Message Service (SMS) is a GSM service to 
exchange text messages up to 140 byte (or 160 characters 
of 7 bit). The transmission of mobile-originated short 
messages is carried out by the short message service 
center (SMSC) of the particular network operator. The 
SMSC is receiving the message from the mobile device 
and routing it to the destination device. For generating 
mobile-terminated short messages, it is possible that a 
company or a special service provider runs an own 
SMSC. Thus, a bank could generate SMS from bank data 
like account balance or account movements and send it to 
the mobile device of the customer. This technique is used 
at SMS-banking: The customer sends an SMS with a 
request to the bank, and gets the desired data as an an-
swer. The customer has to include a PIN for authorization 
in every SMS he sends to his bank. Alike the WAP bank-
ing, one should pay special attention on the security of 
the location of the SMSC. The operation of SMSC is 
offered as a service by many service providers. The usage 
of such a service is out of question for banks, because of 
the high sensitive character of the transmitted data. For 
this reason it is mandatory for banks to run their own 
SMS-Gateway and secure it from unauthorized access.  

The main problem with this kind of transmission is the 
missing encryption of the data during the on-the-air 
transmission between the service center and the mobile 



phone. An encryption of pure text-SMS is not possible 
(unless an application on the mobile device would be able 
to decrypt the information). So the data is transmitted 
unencrypted. Because of this missing encryption, banks 
are only offering pure information services like a request 
for the account balance via SMS. Thus, it is not possible 
to make transactions via SMS banking [5]. 

4.4 Mobile banking with PDA 

Next to the mobile banking applications which where 
designed for the use on a mobile phone, there are some 
applications which enable mobile banking by using a 
PDA instead. This could eliminate a lot of technical re-
strictions of mobile phones. First of all, a PDA easily 
offers the possibility to store and execute individual soft-
ware on it. In contrast to a mobile phone, data can be 
stored on a PDA und due to its processing power it is 
possible to process much more complex calculations. 
Additionally they are providing a bigger, often colored, 
display. Data input is possible via a pen and recognition 
of handwriting or displayed keyboard. For communica-
tion purposes PDA have to include a transmission module 
(e.g. GSM) or additionally need a mobile phone, with 
which they communicate via an infrared or Bluetooth 
interface. The communication between the bank an the 
mobile device is typically carried out via binary SMS. 
Binary SMS contain in contrast to pure text SMS binary 
data in an 8-bit format. The maximum capacity of an 
SMS is 140 bytes or 1120 bit [6]. The usage of binary 
SMS is offering the possibility to secure the data against 
unauthorized access. The function of the access is similar 
to the one at the SMS-banking. A SMS with customer 
data is generated by the SMS-Gateway and sent to the 
mobile phone of the customer. The SMS-Gateway of the 
bank must be able to generate binary SMS and to encrypt 
them for transmission. The data which should be sent to 
customer is split into single data packages which are 
packed into single SMS. For the transmission, a symmet-
rical encryption is used. For the exchange of the keys 
which are used for the symmetrical encryption, a asym-
metrical encryption is used. For this encryption a so 
called master key is generated on the PDA, which whom 
the later symmetrical encryption is performed. To secure 
a safe transmission of this master key, the data package 
which contains this master key, is encrypted with the 
public key of the bank. This public key is installed to-
gether with banking software on the PDA. The bank can 
now decrypt the received package with its private key an 
establish a symmetrical encrypted connection with the 
received master key. Additionally to the encryption, 
every data package has a so called Message Authentica-
tion Code, a checksum which can be verified by the re-
cipient and which secures the authentication of the data. 
As an additional security measure, the already known 
authorization with PIN and TAN is used.  

4.5 Mobile banking with SIM-Toolkit 

SIM Application Toolkit (SIM-Toolkit, SAT) is a GSM 
standard for extended communication between the SIM-
card and the mobile device. A respective solution is stor-
ing the mobile banking application on the SIM Card of 
the user. Belgium was one of the first countries with 
banking applications using this technique in 2002.  

On the SIM-card, several data is stored, e.g. for the au-
thorization of customers, personal settings like phone 
book entries and sent and received SMS. In addition to 
this, there is free storage space left for individual applica-
tions. Typically, the network operator uses this to provide 
different applications, e.g. for information or entertain-
ment services, which can be started by the customer via 
the menu structure of the mobile phone. These applica-
tions can access the whole functionality of the mobile 
phone, i.e. they can communicate via SMS or WAP [7]. 
Alike this, SAT can also be used to realize mobile bank-
ing applications. Being perhaps the most important dis-
advantage of SAT solutions, only the MNO is able to 
store applications on the SIM card [8]. Actual applica-
tions often use SMS for data transmission. As program-
mable elements can be executed, the use of binary SMS 
and encryption is possible. If the bank sends bank a bi-
nary SMS as an answer, the mobile phone recognizes the 
binary data and forwards the data for processing to the 
application on the SIM-Card which again uses the phone 
display to communicate with the user [9]. 

5 Fulfillment of Requirements 

5.1 Overall assessment  

The results of section 4 allow to give a qualitative as-
sessment of the examined application types according to 
the scheme developed in section 3.4 (table 4). 

Table 4. Assessment for the four standard types 

 
WAP SMS PDA 

SIM-

AT 

Independent Usage + + + - 

Authorized access + + + + 

Encrypted transmission + - + + 

Usage with both devices + - - - 

Simple Authorization - - - + 

Automatical adaptation - + O + 

Simple input method + - + - 

Resumption at the same point - + + + 

Possibility to work offline - + + + 

Small amount of data transmission - + + + 

“One-Click”-Request - - - - 

Possibility to scale application  + - + + 

Wide range of functions + - + + 

Possibility to personalize application + + + + 

Announcement of events  - + - + 

 Legend:  “+”: fulfilled    “-“: not fulfilled    “o”: could not be rated 



 

In the following we will comment on the individual re-
quirements and their fulfilment. 

5.2 Technical requirements 

The most important technical requirement, the usage 
independent from the network operator is fulfilled by the 
most applications, only banking with SIM-Toolkit is not 
fulfilling the requirement. Only WAP-banking has the 
ability to run on both devices, the other applications are 
limited to mobile phones only, or the PDA. The auto-
matic adaptation to the device can only be rated within 
applications for mobile phones. Here only applications 
which use native technology of mobile phones like SMS 
or the build in functions for the menus adapt in a satisfy-
ing way to the particular device. Because of the different 
implementations of the WAP standard into the mobile 
phones, WAP is not fulfilling this requirement. Also the 
requirement of small amount of data transmission is not 
fulfilled by WAP, because the whole application must be 
transmitted every time the banking is used. Other applica-
tions just transmit the data belonging to the respective 
transaction.  

5.3 Usability requirements 

None of the applications fulfills the requirement of a 
functionality to do a “One-Click”-Request. None of them 
has the functionality to authorize the customer automati-
cally for the use of mobile banking. So it is not possible 
to process a request without input of authorization data. A 
simplification of the input method is only offered by 
applications using the WAP standard or by solutions for 
the PDA. The requirement of resumption at the same 
point after disruption and the requirement for a offline 
working modus, are fulfilled by all applications except 
WAP. Because of the fact, that WAP needs a continuous 
connection to the bank, this functions can not be imple-
mented.  

5.4 Design requirements 

All applications except SMS-banking fulfill the require-
ment of a wide range of functions, and the  requirement 
to scale the application. Because of the lack of encryption 
with SMS-banking, no functions for transactions are 
offered, and resulting from this fact, no possibility to 
scale the application. An announcement of events can 
only be realized with a technology based on SMS com-
munication in connection with an application integrated 
directly in the phone. So only SMS-banking and banking 
with SIM-Toolkit would make such services possible. A 
possibility to personalize the applications is offered by all 
systems at least a little bit.  

5.5 Security requirements 

These are some of the most important requirements. The 
requirement of an authorization before access is fulfilled 
by all applications. The requirement of encrypted trans-
mission is fulfilled by all systems except SMS-banking. 
As a result of this fact, the function of SMS-banking is 
limited (as is described already earlier). A simple authori-
zation is only offered by SIM-Toolkit.  

6 Weaknesses of current applications 

As a result of the comparison, WAP-banking and banking 
with PDA clearly come out best. Banking with SIM-
Toolkit also fulfills many of the of requirements, but the 
limitation of usage to single MNO and their customers is 
an important disadvantage and requires a devaluation. 
SMS is ranked last because of massive disadvantages in 
the field of security. Though the other two applications 
are significantly better than the others in the comparison, 
the problems of mobile banking still remain severe. The 
problems of the better-ranked applications are: 

• Complicated authorization: To authorize the access 
with WAP-banking, it is necessary to input one or 
more PIN. These is not satisfying, especially in a 
mobile situation. A PDA solution offers theoretically 
the possibility to store the authorization data on the 
PDA, but the handling of two devices at the same 
time makes this solution also too complicated. 

• Unsatisfying adaptation to the particular device: 
Though WAP is a common standard, it was imple-
mented in different ways by some manufactures. 
This results in an inconsistent interpretation of the 
content on the mobile phones.  

• No offline usage possible: WAP-banking needs a 
continuous connection to the bank during the usage, 
which must not be disrupted. It is not possible to 
work with data without being connected. 

• Unnecessary transmission of data: With WAP-
banking, the complete application must be transmit-
ted to the mobile phone, every time a customer wants 
to use it. There is no possibility to store the applica-
tion on the mobile phone.  

• Second device as problem solution inadequate: The 
first four problems could be solved by using a PDA 
instead of a mobile phone. But the handling of two 
devices at the same time makes this solution typi-
cally too complicated. 

• No possibility for announcement services. WAP-
banking an banking with PDA are offering no possi-
bility to integrate a push-service which announces 
events connected with the administration of the bank 
account. 



7 Future of Mobile banking 

7.1 Mobile banking with Java 

One of the most discussed new developments in the field 
of mobile commerce, is the porting of the programming 
language Java onto mobile devices. The programming 
language Java, which was develop by the company sun 
for desktop computers and server has the advantage of 
being completely independent from any platform. Java 
programs for mobile devices are called midlets. In order 
to run a java program on a mobile device, a JVM (Java 
virtual machine) has to be integrated in the device. Addi-
tionally there has to be space, to store the application. To 
transmit the application to the mobile phone, there are a 
few different ways. The midlet can be loaded directly via 
WAP to the phone, or it is send via Bluetooth, Infrared or 
a data cable to the mobile phone. With the menu of the 
mobile phone, the application can be executed. The 
midlet can access a lot of the mobile phones functional-
ity. In the actual version, midlets are able to establish a 
connection using http. For encryption the SSL-protocol 
can be used. With this technique it is no longer necessary, 
to send the data through a WAP-Gateway and convert 
them for transmission. The application accesses the data 
directly on the web server.  With the use of SSL for en-
cryption it is possible to establish a real end-to-end en-
cryption.  
Problem solution through java: 

• Complicated authorization. Though it is possible to 
store authorization data in a mobile phone, with a 
java application and to use them for automatic au-
thorization, but for security reasons, this is critical. 

• Unsatisfying adaptation to the particular device. Here 
exists the same problem, as with WAP. Though there 
is a common standard, a lot of manufactures are ex-
panding it on their own. This results again in differ-
ent platforms. 

• No offline usage possible. This problem is solved 
with a java application. 

• Unnecessary transmission of data. Also this problem 
is solved through java. 

• Second device inadequate problem solution. The 
advantages of a PDA are getting smaller with the us-
age of Java, but still it has some left, like i.e. display 
size. 

• No possibility for announcement services. This prob-
lem exists still with java. 

7.2 Advancement of WAP 

Another big development in the field of mobile com-
merce technologies is the advancement of WAP. New 
protocols are implemented in WAP. In WAP 2.0 slightly 
modified Versions of  http and TLS are implemented. As 
a result of this, mobile devices can access content on web 

server directly. There is no need anymore for a WAP-
Gateway, which converts the requests. With the integra-
tion of TLS, it is finally possible, to establish a secure 
end-to-end connection between the server and the mobile 
device. 

Push-Services are another new development in WAP 
2.0 With the help of Push-Services, it is possible for the 
content provider to send information actively to the de-
vice of the user. 

The newly introduced User Agent Profile cares about 
the very different features of the mobile devices. With the 
User Agent Profile, information about the technical fea-
tures of the mobile device is send to the server with the 
request. The server is now able to prepare the information 
for the particular device in accordance to its features like 
display size, ability to display color etc. With this, a bet-
ter adaptation to the different devices is enabled. [10] 

Problem solution through advancement of WAP: 

• Complicated authorization. There is still a compli-
cated authorization procedure necessary. WAP 2.0 
offers no function for automatic authorization. 

• Unsatisfying adaptation to the particular device. 
With the introduction of the User Agent Profile, this 
problem is solved. 

• No offline usage possible. This problem is still pre-
sent, alike the first version of WAP, a continuous 
connection to the bank during the usage is still nec-
essary. 

• Unnecessary transmission of data. Also this problem 
still exists. Still the whole application is transmitted 
every time. 

• Second device inadequate problem solution. The 
advantages of a PDA still exist, so the problem is not 
solved.  

• No possibility for announcement services. With the 
introduction of Push-Services, this problem will be 
solved. 

7.3 Further new developments 

In the following further developments in the field of 
mobile commerce technology and their influence on 
mobile banking are discussed. 

A major new development in the field of security for 
mobile commerce is the digital signature. Digital signa-
tures are a method to clearly prove the origin of a mes-
sage. Digital signature are more a method than a technol-
ogy, that’s why there is no concrete description of a tech-
nology in the following.  
When somebody wants to secure a message with a digital 
signature, he has to deduce a Hash-value from the content 
of the message first. This Hash-value is encrypted with 
the private key of the sender and send together with the 
message to the recipient. The recipient does two things, 
first he deduces also a Hash-value, by using the same 
method like the sender. Than he takes the received en-



 

crypted Hash-Value and decrypts it with the public key of 
the sender. Finally he compares the two values. If the 
values are the same, he can be sure, that the message is 
authentic.[11] 

To use this method for mobile banking, the following 
things would be necessary: 

• A private key (only known to the sender) 

• A public key (know to the bank) 

• A safe place to store the public key 

• An application to encrypt the deduced Hash-Value 

• An application to generate the message, deduce the 
Hash-Value and send them both together 

For the last three items, it would be possible to create an 
mobile banking application which stores the private key, 
does all the encryption, generates the message and sends 
them. The problem would be to equip the user with a 
private key, that is strong enough to be accepted by the 
bank as sufficient security mechanism. One way would 
be, that the bank is equipping all their customers with the 
adequate keys. The problem with this method, would be, 
that these keys would only be valid for transactions of the 
particular bank. 

Another possible solutions would be to equip the user 
with a universally valid key. With such a key it would be 
possible for the user to do transactions with different 
banks, or even use this key for other purpose in mobile 
commerce, like i.e. shopping or payment. For this method 
it would be necessary to establish a network of institutes 
which are allowed to issue keys, which are universally 
accepted. 

The big advantage of the use of digital signatures 
would be the solution of the problem of complicated 
authorization. With an application for mobile banking, 
which automatically signs every transaction with a digital 
signature, no more complicated authorization with PIN 
and TAN would be necessary. 

7.4 New forms of devices 

Not only in the field of applications, advancements are 
made. Also new forms of devices are promising the solu-
tion of some of the problems in the near future. There are 
basically two new forms of devices which are becoming 
more and more popular. Smartphones and PDA with 
integrated telephony. PDA with integrated telephony are 
advancements of the already known PDA. The have the 
same operating systems and the use the same interface, 
like handwriting recognition or small keyboards. They 
just have the features of a mobile phone integrated, which 
means the applications installed on them can easily com-
municate with various sorts of protocols. Of course also a 
mobile banking application can use this features. 

A second new form of devices is the so called smart-
phone. A smartphone is a device which is primarily con-
trolled with  a telephone keyboard, and has an operating 

system which was specifically designed for the use in a 
telephone. 

 PDA with integrated telephony and smartphones solve 
the problem, that a second device is an inadequate prob-
lem solution. As described earlier a lot of the problems of 
mobile banking can be solved by using a PDA. But the 
handling of two devices is very complicated. These de-
vices united the advantages of a mobile phone and a 
PDA. With the possibility to install individual applica-
tions and store data, the offer a lot of opportunities for the 
developer of mobile banking applications. But there’s 
still some danger involved. With different incompatible 
operating systems, it is very important for the banks to 
use techniques which are independent from the platform, 
like i.e. Java. 

8 Conclusions and Outlook 

In the preceding sections we analyzed the relevant cus-
tomer requirements to mobile banking. We examined 
general mobile banking conditions and identified relevant 
mobile banking use cases as well as special characteris-
tics of the mobile use of an application. Based on these 
results we derived a set of requirements, which we em-
ployed later to assess four state-of-the-art standard types 
of  mobile banking applications in order to identify their 
major shortcomings, show opportunities for their im-
provement and discuss the upcoming new technology 
along with their possible impact. 

The outcome of the paper is a set of requirements to 
mobile banking applications, the identification and as-
sessment of four standard types of current mobile bank-
ing applications and an explanation of major failure rea-
sons along with opportunities for their improvement. 

The major goal of the banks is to repeat – and if possi-
ble expand – the big success of electronic banking in 
mobile banking. But the banks have to keep in mind that 
the usage of mobile banking is taking place under com-
pletely different circumstances - under the application of 
mobile commerce rules.  

Four different types of mobile banking applications 
(which are already in use) and some future developments 
where introduced and assessed. None of the technologies 
can provide a mobile banking solution that works com-
pletely without problems and satisfies the customer. The 
recommendation to the banks should be not to focus on 
one technology only, but to use the advantages of differ-
ent technologies. The target group has to be identified, 
afterwards the requirements scheme from section 3.4 
could already help to define its properties - ideally this 
should be confirmed by empirical examination. If the 
target group and its properties are carefully defined, these 
results have to be used as input for the quantitative model 
developed in section 3.5 which, then, clearly assesses the 
different applications according to this target group. Only 
with a respective combination of new technologies it will 



be possible for banks to achieve success in mobile bank-
ing in the long run. 
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